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MHCTpYyKUNM aAMUHUCTpaTopaMm 6e3onacHocTH n nosb3oBatensm pasnunyHbIX
aBTOMATM3MPOBAHHbIX cuctem, mcnonbaytowmx CK3U Kpuntollpo CSP, pgomxHbl pa3pabaTbiBaTbCs C
yyeToM TpeboBaHMIi HacToSLWero AJOKyMeHTa.
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CRL Cnncok oTo3BaHHbIX cepTudmkatos (Certificate Revocation List)

ITU-T MexayHapoaHbIn KOMUTET No TenekoMMyHunkaumnsm (International
Telecommunication Union)

IETF Internet Engineering Task Force

AC ABTOMaTU3NpPOBAHHAaA cUCTeMa

APM ABTOMaTM3MpOBaHHOEe paboyee MecTo

™M TMBKMUN MarHUTHLIN ANUCK

ACH [JaTunk cny4darHbixX ymcen

HDD XXeCTKMn MarHUTHbIN AUCK

K KoHeuHbI nonb3oBaTesb

HCA HecaHKUMOHNUPOBAHHbLIA AOCTYN

ocC OnepauunoHHas cuctema

MAK MporpamMMHo-annapaTHbIi KOMMIeKC

Mno MporpamMMHoe obecneueHune

Perncrpaums lMpuceoeHue onpeaeneHHbix aTpmbyToB (agpeca, HOMepa KJ4a,

npas MCNOSIb30BaHUSA U T.M.) aboHeHTYy

PernameHT COBOKYMHOCTb UHCTPYKLMIA U APYroit pernameHTupyoLLei
[IOKyMeHTaummn, obecneumsatollen dyHKLUNOHUPOBaHME
aBTOMATU3MPOBAHHOMN CUCTEMbI BO BCEX PEXMMaAX.

CBT CpeacTBa BblUUCIUTENIBHON TEXHUKMU

CepTtudukar DNEKTPOHHbIN AOKYMEHT, NMOATBEPXKAAOLMIA MPUHAANIEXHOCTb
OTKPbITOrO K/loUa UAN Kiltoua NpoBepPKU S1EeKTPOHHOMN NOAMNUCK 1
onpeaenieHHbIX aTpubyToB KOHKPETHOMY aboHEHTY

CepTudurkauus Mpouecc n3rotoBneHns cepTudmKaTa OTKPbITOro Kya uim
K/l04a NPOBEPKWN 3NIEKTPOHHOM noanucn aboHeHTa B ueHTpe
cepTudukaumnm

CK3u CpenctBo KpunTorpadgunyeckon 3awmTbl MHGOpMaLUun

cocC Cnuncok oTo3BaHHbIX cepTudunkaTtoB (Certificate Revocation List)

CcC CnpaBOYHMK CEPTUPUKATOB OTKPbITLIX KIOYEN 1 Kt4en
NpoBepKN 31eKTPOHHON noanucn. CeTeBo CNpPaBOYHUK.

LC LeHTp Ceptudukaummn (Yaoctosepstowmn LeHTp)

upP LleHTp Perncrpaunmu

34 DNEeKTPOHHbI AOKYMEHT

3N DNeKTpOoHHasa NoAnuchb
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1. OCHOBHble TeXHNU4YecKmne aaHHble N Xapaktepuctmkm CK3U

1.1. MNMporpamMHoO-annapaTHaa cpeaa
CK31M >XXTAN.00083-01 nog ynpasneHnem OC FreeBSD wcnonb3yetca B MNpOrpaMmMHO-
annapaTHbix cpegax OC FreeBSD 9/10, pfSense 2.x (ia32, x64).

Co cpokaMu 3KChfyaTaluu ornepauLmMoHHbIX CUCTEM, B Cpefde KOTopbiX (GyHKUMOHMpPYyeT CK3MU,
MOXXHO 03HAKOMWUTbLCS MO CleAyloLWEMY aapecy:

<http://www.freebsd.org/security/security.html> u
<http://lists.freebsd.org/pipermail/freebsd-stable/2008-April/041676.html>.

1.2. BapuaHTbl ucnonHeHmna CK3U

CK3M XKTAKN.00083-01 ana pabotbl ¢ OC FreeBSD 7/8/9 un3roTtoBnsieTcs M pacnpocTpaHaeTcs B
ABYX BapuaHTaxX UCMOSIHEHUS:

NcnonHeHne 1 — CK3WM knacca 3awmutbl KC1.
NcnonHeHne 2 — CK3WM knacca 3awmtbl KC2.

1.3. KnwouyeBble HoCUTENu
B kauecTBe K/10YEBbLIX HOCUTENEN 3aKpbITbIX Knwoden u kawden M MOT'yT NCMOJZ1Ib30BaTbCA:
rma 3,5”;
USB auncku
Pazpen HDD M>BM

Mpumevanunna. 1. [lonyckaeTcsd XpaHeHWe 3aKpbITbiX KA4Yen u kawodven Ol B
paszgene HDD npu ycnoBuu pacnpoctpaHeHns Ha HDD wnn N3BM ¢ HDD
TpeboBaHuii No obpalleHnIo C K/OYEeBbIMU HOCUTENAMU, B TOM 4uC/e U nocse

L!!' YAAneHus Kouen.

2. MNepeyeHb kNtOYEBbIX HOcuTesnel MO ucnonHeHusm CK3U wm
nporpamMMHo-annapaTHbiM nnatdopmam cMm. dopmynsap XKTHK.00083-01 30 01,
n.n. 3.8, 3.9.

2. YcraHoska anctpmbytusea MO CK3U

YcTaHoBKa, yaaneHue u obHoBneHune MO OCYLLECTBJIAETCA OT MMEHW MOJIb30BaTeNnd, UMELWero
npaBa agMUHNUCTpaTOpa: noa y‘-{éTHOﬁ 3anucbio root nam ¢ ncnonb3oBaHMeM KoMaHAbl sudo.

CK3MN Kpuntollpo CSP TpebyeT cneaylowen MocieaoBaTe/IbHOCTM YCTAaHOBKWU: CHauvana
yCTaHaBMBAETCA NpoBangep, 3aTeM YCTaHaB/MBAOTCS OCTalbHble MOAY/MWN, BXOoAsAWME B COCTaB
KOMMJieKTaunm.

B OC FreeBSD ans yctaHoBku, yaaneHusa n obHoenernus MO npumeHsoTca nakeTbl (packages).
MNaker - apxumB AUCTpubyTMBa, coaepxawmii dannbl ycTaHaBIMBAEMOro MNPUNIOXEHUS W dalinbl,
NCMNONb3YOLWMECS WHCTANNATOPOM ANst KOHMUIypupoBaHUa cpeabl. DTOT apxXxvMB WMeeT pacluMpeHune
.tbz. Ona wpeHTudukaumm ero kKak nakerta, dann coaepxut 5 dalinos, onucbiBalOWMX apxus
(+CONTENTS, +COMMENT, +DESC, +INSTALL, +DISPLAY).

[ns yCTaHOBKW NakeTa UCMOsb3yeTcsl KoMaHaa:
pkg_add <dain_nakera>

Hanpumep: pkg_add ./cpro-base-3.9_0.tbz

Ans ynaneHusa nakeTa UCMNOJNb3yeTCs KOMaHAaa:
pkg_delete <umsa_nakera>

Hanpumep: pkg_delete cpro-base-3.9_0

dainbl U3 NakeToB ycTaHaBAMBalTCs B /opt/cpro-csp.
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[MakeTbl 3aBUCAT ApYyr OT Apyra, NO3TOMY AOJ/KHbI YCTaHaBAMBATLCA MO NOPSAAKY C YYETOM 3TUX
BaBMCMMOCTeVI, a yaandartbCcda B 06paTHOM nopsagke. YCNOBHO MOXHO CYMUTaTb npaBuibHbIM MOPAAKOM
TOT, KOTOPbIN onncaH B Tabnunue 3aBMCMMOCTEN N HAa3HAYEHUSA NaKeToB.

Tabnuua 3aBUCUMOCTEN M Ha3HaYeHMS NaKeToB.

MmMa nakeTa 3aBUCUMOCTH Ha3sHayeHne naketa

Ob6sa3aTenbHble NakeTbl

cpro-base-... bazoBbii naker,
yCTaHaBNMBaETCS NepBbIM.
cpro-rdr-... cpro-base-... OCHOBHble MPpUNOXeHUs,
cuutbiBaTenn n A4CH.
cpro-cpl-... cpro-rdr-... CAPILite, nporpammbl u
6ubnmnotekun ans
BbICOKOYPOBHEBON paboTbl
C Kpuntorpaguen
(ceptndukatammn, CMS...).
cpro-kcl-... cpro-rdr-... Mposangep KC1.
cpro-kc2-... cpro-rdr-... MpoBanaep KC2,

yCTaHaBMBaeTcs TONbKO
Tam, rae B 3TOM  eCTb
HeobxoAMMOCTb. B 3ToM

cnyvae cpro-kcl-... He
yCTaHaBMBaeTCs.
JononHuntenbHble nakeTbl
cpro-rdg-... cpro-rdr-...,  open-motif, | Mpadunuecknii BuoCH,
XFree86-libraries 3anpoc naponss wu apyrue

GUI-gunanorn.

cpro-rdp-... cpro-rdr-..., pcsclite Moaynn noapepxkn PCSC-
cyuTbiBaTENEN, CMapT-KapT
(PUK, Ockap, Maructpa...).

cpro-cspd-... cpro-base-... MakeT ana paspaboTumka.

cpro-drv-... cpro-base-... [pariBepHasa 6ubnuoTteka.

cpro-drvd-... cpro-cspd-... Maker pna paspaboTumka
OpaiBepoB.

cpro-stnl-... cpro-base-... YHuBepcanbHbIi SSL/TLS
TYHHEsb.

cpro-rdemv-... cpro-rdr-... Moaynb nogaepxku EMV

3.06HoBNeHMe O CK3U

Ons o6HoBneHus MO CK3U Ha OC FreeBSD HeobxoauMo:
e  3aNOMHWUTb TEKYLWY KOHpurypaumo CSP:
o Habop ycTaHOBNEHHbIX NakeToB

o HacTpoiku npoangepa (418 NPOCTOTbI MOXHO COXPaHUTb /etc/opt/cpro-
csp/config[64].ini)

e yaanuTb WTaTHbIMK cpeacTeamMm OC Bce nakeTbl CK3U
e  YCTaHOBWUTb @aHanorn4yHble HoBble NakeTbl CK3U

e Mpu HeobxoAMMOCTM BHECTU M3MEHEHWS B HAcTponkum (MOXHO nocmoTpeTb diff
cTtaporo u HoBoro config[64].ini)

e KJHOUYM U cepTUdUNKaTbl COXPAHSOTCA aBTOMATUYECKN
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4. Hactpounka CK3U

4.1. JocTtyn K yTunute ansa Hactponku CK3U

Hactporika CK3W ocywlecTBNsSeTCs C MOMOLWbI0 YyTUAUTbI cpconfig, KOTopas BXOAMT B COCTaB
ANCTpnbyTmMBa U pacnonoxeHa B aupektopun /[opt/cpro-csp/sbin/<HasBaHue_apXuTeKTypbi>.
Ecnn ycrtaHoBneHbl naketbl CK3W gng AByx apxuTekTyp, Hanpumep ia32 n x64, To AeNcTBMA MO
HaCTpPOMKE HY>XHO MpPOBOAUTb ABaXAbl — ANS KaXA0N apxuTekTypbl cpconfig-oM M3 COOTBETCTBYIOLLEN
nanku.

4.2. BBoa cepnnHOro HoMepa nmueH3unn

Mpu yctaHoBke nporpaMMHoro obecneveHns CK3W 6e3 BBoga NULEH3MW MOSb30BaTENO
NpeaocTaBnseTcs NMUEH3US C OrpaHUYEHHbIM CPOKOM JAencTBus. Ona wcnonb3oBaHus CK3W nocne
OKOHYaHMA 3TOr0 Cpoka Mosb3oBaTeslb [O/MKEH BBECTU CepUliHbIA HOMep C 6naHKa fnueH3uu,
NONYYEHHOM Yy oOpraHusaummn-paspaboTumka WM OpraHuMsaumu, UMeKLlen npasBa pacnpoCTpPaHEeHMUs
npoaykta (avnepa). Ans npocMoTpa MHbOPMaLUmM O IMLEH3UMN BbINOHUTE:

# cpconfig -license -view

[ns BBOAA NMULEH3UN BbINOMHUTE:

# cpconfig -license -set <cepuitHbIli_HOMep>

CepwuiiHbI HOMEp clieayeT BBOAMTb C COBM0AEHNEM perncTpa CMMBOJIOB.

4.3. HacTtponka obopyanosaHnsa CK3U

Ytnnuta cpconfig Takxke npeAHasHayeHa ANa M3MeHeHWs Habopa YCTpPOMCTB XpaHeHWs
(HocuTenen) u cunTbiBaHWA (cuMTbiBaTesen) KAKOYEBOM WMHMOPMaUUM U AATUYMKOB CYYaMHbIX Yncen.
MpenycTaHOBAEHHbIMK aABNAOTCSA cunTbiBaTenu flash-Hocutenel n ob6pas gmMckeTbl Ha XXECTKOM AucCKe.

Onsa npocMoTpa Crnncka HaAaCTPOEHHbIX CYUTbIBATENEN:
# ./cpconfig -hardware reader -view

CunTbiBaTEeNb AUCKET HE YCTaHaBJ/IMBaAETCA MO yMOJZITHaHUIO, TaK KaK Mpu OTCYTCTBUUN OANUCKETbI B
AnckoBoAe nepedncneHmne KOHTEVIHepOB CUNbHO 3amegniseTtcd. [Ansa gobaBneHnsa cuntbiBaTens ANCKET:

# ./cpconfig -hardware reader -add FAT12_0 -name "Floppy Drive"
[Ons npocMoTpa cnmcka HacTpoeHHbIx ACY:

# ./cpconfig -hardware rndm -view

Onsa koHconbHoro bno1CH tpebyetcs nakeTr

cpro-kcl, kpome TOro oH pabotaer TOnbkO ¢ KC1 npoBanpgepom. [ns pobasneHus
KOHcosibHoro bnoCH4:

# ./cpconfig -hardware rndm -add bio_tui -level 5 -name "Console BioRNG"

Ons rpadwmueckoro buolCH Tpebyetcsa nakeT cpro-rdg u X-cepsep, KpoMe Toro oH pabortaer
Tonbko ¢ KC1 npoBanaepoM. [insa nobasneHuns rpaguueckoro bnoC4:

# ./cpconfig -hardware rndm -add bio_gui -level 4 -name "GUI BioRNG"
Ana po6asnenuna ACH KMNUM:
# ./cpconfig -hardware rndm -add cpsd -name 'cpsd rng' -level 3

# ./cpconfig -hardware rndm -configure cpsd -add string /dbl/kis_1 /var/opt/cpro-
csp/dsrf/db1/kis_1

# ./cpconfig -hardware rndm -configure cpsd -add string /db2/kis_1 /var/opt/cpro-
csp/dsrf/db2/kis_1

Takxxe Hago ckonupoBaTb daisbl C AaHHbIMU, NOJlyYeHHbIMM Ha "APM BbipaboTKM BHeLHeWn
ramMmbl", MOSIOXKUM, YTO OHM nexat B /tmp/db[1,2]:

# cp /tmp/db1/kis_1 /var/opt/cpro-csp/dsrf/db1/kis_1
# cp /tmp/db2/kis_1 /var/opt/cpro-csp/dsrf/db2/kis_1

Ona paboTbl co cuuTbiBaTeneM PC/SC TpebyeTcs naker cpro-rdp. [locne noakayeHus
CUMTbIBaTENS Y3HAWTE MMS YCTpOWCTBa:

# /opt/cpro-csp/bin/ia32/csptest -card -enum
Gemplus GemPC Twin 00 00

Total:

[ErrorCode: 0x00000000]
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Onsa nobaBneHus cunTbIBaTENUS UCMONb3YITE 3TO UMS:

# ./cpconfig -hardware reader -add "Gemplus GemPC Twin 00 00"
Onsa nonydeHnsa noapobHon cnpaseku no cpconfig:

# ./cpconfig -help

# ./cpconfig -hardware -help

4.4. YCTaHOBKa NnapaMeTpoB XYpHanpoBaHUS

CK3M nosgonsieT cobupatb OTNAA0YHYKD WMHGIOPMAUMIO W UMEeT  BO3MOXHOCTb
MpOTOKOAMpPOBaHUS cobbiTuin. WHQopMauus 3anucbiBaeTcss B CUCTEMHbIA XypHan (06biYHO B
/var/log/messages). CywecTByeT BO3MOXHOCTb M3MEHEHWS HaCTPOeK XYPHAaJMPOBAHUA Pa3NUYHbIX
mMoaynenh npoaykta. CylecTByeT BO3MOXHOCTb W3MEHEHUSI YPOBHS XXYpHanupoBaHus u dopmaTa
BbIBOAMMbIX OT/1AA0UHbIX CO0bLWEeHM. Ang Nony4YeHns cnpaBku Mo HAaCTPOMKaM XypHaanpoBaHUN:

# cpconfig -loglevel -help

Moaynu, Ans KOTOpbIX NOAAEPXKMBAETCS XypHanMpoBaHue:
Cpcsp - A4p0 KpunTonposanaepa

capilO - CryptoAPI 1.0

cpext

capi20 - CryptoAPI 2.0

capilite - CAPILite

libcspr
cryptsrv - cnyx6a xpaHeHus knatoyen (KC2)
libssp - TLS

cppkesll - PKCS11
cpdrv - gpaneep
dmntcs

4.5. HacTtpowka kpunTtonposanaepa rno yMoa4aHuio
[na npocMoTpa TUNOB AOCTYMHbIX KPUNTONPOBAKAEPOB:
$ ./cpconfig -defprov -view_type
[ns npocMoTpa CBOWCTB KPMNTONpOBanaepa HY>XXHOro Tuna:
# ./cpconfig -defprov -view -provtype <provtype>
[Ona ycTaHOBKM MnpoBavgepa Mo YMOMYaHUIO AN HYXKHOro Tuna:
# ./cpconfig -defprov -setdef -provtype <provtype> -provname <provhame>
Ons nonyyeHus nMeHW nposargepa MNO YMOJIYAHMIO AN HYXHOro Tuna:
# ./cpconfig -defprov -getdef -provtype <provtype>

5.YcTaHoBKa CONYTCTBYHOLLMNX NAKETOB

Ons nepegjaun no cetu 3anpocoB Ha ceptudwmkaTtbl, CRL 1M T.n., a Takxe AN9 NOAAEPXKKMU
OOMOSNHUTENbHBIX  KOYEBbIX CUMTbIBAaTENEen U HOCUTENer MoxeT noTpeboBaTbCs yCTaHOBKA
OOMOSTHUTENbHbIX NAaKETOB.

Ecnn conyTCcTBYKOLWME MaKeTbl CKauyMBawTca U3 WHTepHeTa, Heob6XxoAMMO MOATBEPAUTb UX
LEeNoCTHOCTb, MPOBEPMB MNOAMUCb MM Xew. Ecnu MCTOYHMK He obecrneuymBaeT TakKuMe MexaHWU3Mbl,
[OMNyCKaeTCsl UCMOSb30BaHME MaKeTOB TOMIbKO C AucKa C AUCTpubyTtnBoMm CK3W, roe 3T MexaHU3MbI
Mcnosb3yloTcs. Ha Aucke nakeTbl fiexaT B nanke \extra.

5.1. BubnwuoTteka libcurl

Mcnonb3yeTtca ang nepegayvun 3anpocos Ha ceptudukaTol, CRL 1 T.n. no cetwn.

C canta paspabotumka npoekta http://curl.haxx.se/ MOXHO cKayaTb NaKeT C MCXOAHbIMMU
TekCcTaMmn ansa camocrosTesibHon cbopku. Kak npaBuno, TaM xe ecTb 32-6UTHble BMHapHble NakeTbl.

32-6UTHbIN BMHApPHbBIM NakeT AOCTyNeH Ha canTe npoussoantens OC:
ftp://ftp.freebsd.org/pub/FreeBSD/ports/i386/packages-current/All/
Takxxe MoXxHO cobpaTb 6MbnmoTeky us noptoB /usr/ports/ftp/curl.
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Mocne ycTaHOBKKM 6UMBAMOTEK HAAO 3aperucTpupoBaTh NyTU K HUM. HanpuMmep:

#  /opt/cpro-csp/sbin/ia32/cpconfig -ini "\config\apppath' -add string libcurl.so
/usr/local/lib/libcurl.so

6.CocTtaB 1 Ha3HayeHne KOMMOHEHT NMPOrpaMMHOro
obecneyeHns CK3U

6.1. basoBblie moaynn CK3U

MO CK3WU coaepxut 6a30Bble Moaynu:

libcsp — aMHamunueckmn 3arpyxaemas 6ubnuorteka CK3W.

libcspr - 6ubnunoteka pabotbl ¢ yaanéHHbiMm CK3U.

drvcsp — AMHaAMUYEeCKN 3arpyxaeMblii MOAY b sAapa.

libssp — 6ubnmnoTeka noaaepXKn Moaynsa ceteBor ayteHTudukaumm Kpuntollpo TLS
cpverify — Moaynb KOHTPONS LENOCTHOCTHU.

wipefile - moaynb yaanenusa aiisioB BMECTe C COAEPXKUMbIM.

B Ha3BaHuax auctpmnbytmneos CK3W ncnonb3yercs HoTaums:
cpro- — npedukc;
CSp — KpunTonposanaep;
drv - 3arpyxaemblin Mmoaynb aapa OC;
[d] - onuwoHanbHO - yKa3blBaeT Ha AOKYMeHTauuio (TecToBble NpuUMepsbl);
i386 - nnatdopma Intel.

6.1.1. bubnunoteka libcsp

Bubnunoteka libcsp peanusyet uenesble dyHKUMN Kpuntorpadunyeckon 3awmTbl MHPOpMaLmmn,
paboTy C Kno4YaMu, 4OCTYN K KNOYEBbIM HOCUTENAM, KNaBuaTypHbi CY.

6.1.2. bubnunoteka libcspr

bubnuoTteka libcspr obecneuvMBaeT  ypaneHHbIh  A0CTyn K KpunTonpoBanaepy,
(PYHKUMOHUPYIOLWEMY KaK OTAENbHbIA CEpBUC.

6.1.3. [dpavBepHasa 6ubnuoteka drvcsp

Bubnuoteka drvcsp, ncrnonblyeMas B KayecTBe AMHAMUYECKM 3arpyxaemoro moaynsa sapa OC,
peanusyeT ueneBble MGYHKUMU KpUnTorpaduyeckon sawmntbl nHbopMmaumm (kpome cdopMmupoBaHus II1)
n paboTy C Kayamu.

6.1.4. Mopaynu ceteBomn ayteHTudumnkaumm Kpmuntollpo TLS

Moaynb libssp obecneunBaer peanmsaumio NpoTtokosia ceTeBor ayTeHTudukaummn Kpuntollpo
TLS. Ob6uwee onucaHne NpoToKosia NpMBEAEHO B COOTBETCTBYHOLWEM pasaene gokyMmeHTa "XTAN.00083-
01 90 02. Kpuntolpo CSP. PykoBoacTteso agMmHucTpatopa 6esonacHoctn. Obwas yacTb."

Mpotokon TLS (RFC 2246) wucrnonb3yeTcs Ans 3alinTbl COEAMHEHUNA B KIIMEHT-CEPBEPHbIX
TEXHONOrMsAX.

MporpammHoe obecnedeHne Kpuntollpo TLS gaBnseTca peanusaumein npotokona TLS wu
ncnonb3lyeTt kpuntorpadpudeckme dyHkumm CK3W ana obecnedeHumss npouecca ayTeHTUdMKauum u
WndpoBaHMa Tpaduka Mexay KIMEHTOM U CEPBEPOM.

6.1.5. Moaynb cpverify

Moaynb cpverify npeaHasHayeH pAsa KOHTPOJSIS LENOoCTHOCTM npu  yctaHoBke CK3U w
dpyHKUMOHUpoBaHuK MO CK3U Ha NMOBM nonb3oBartens.

6.1.6. Moaynb wipefile
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Moaynb wipefile ucnone3syerca ans yaaneHus annoB BMECTE C COAEPXKMMbIM MPWU WITATHbLIX U
HewTaTHbIX (CBONMPOBAHWE) CUTyaumsx.

6.2. Moaynu MNK3U
6.2.1. Moaynsb libcapi20

Moaynb libcapi20 wvcnonb3yetcs Ans yrnpaBfieHus cepTudukKaTtamn OTKPbITbIX, @ TakKxe AN
obecneueHns BbIMOJSIHEHMSA KpunTorpanyeckmx 3anpocoB Ha ypoBHe uHTepderica CryptoAPI v. 2.0.
NHTepderic moayns capilite asnsetca nogMHoxxecTBoM MHTepdenca CryptoAPI v. 2.0.

6.2.2. bubnuoteka librdrrdr

bubnuoteka librdrrdr ob6ecneuymBaeTr yHUPUUMPOBAHHLIA MHTEPdENC [OCTYNa K KIHOYEBbLIM
HOCUTENSIM BHE 3aBUCMMOCTM OT UX TUNa.

6.2.3. Moaynun AoCTyna K KOHKPETHbIM TUMNaM KJIl04YEBbIX HOCUTENENn

M cuYUTbIBaTENEN:

. librdrfatl2 «k guckosony u anckete 3.5" 1 pasgeny XecTkoro Amcka

. librdrpcsc Kk cuuTbiBaTensaMm cMapT-kapT wu eToken, noaaepXxusarowmm
nHTepdeic PC/SC

. librdremv «k kntouyeBbIM HocuTensm EMV n Gemalto

6.2.4. Bubnuoteka librdrsup
bubnuoteka librdrsup obecneumBaetr peanmsaumto o6WKMX (PYyHKUMIA AOCTyna K Pas/IMYHbIM
YCTPONCTBAM XpaHEHUs KJIHYEeBbIX HOCUTENEN.
6.2.5. Moaynu gaTtynkoB Cny4vamHbIX Ymncen
Bubnuotekun librdrrndm wu librdrrndmbio o6ecneuvBator nogaepxky paboTbl C
duU3nYeCcKkUMN gaTumKaMm CnyyamHbIX Ymcen.
6.2.6. bubnunoteka libasnldata nogaepxkn npotokona ASN1

bubnuoteka libasnldata cogepxut dyHKUMM NpeobpaszoBaHUS CTPYKTYpP AaHHbIX B MalIMHHO-
He3aBMCMMOe MpeacTaBieHNe.

7.BctpanBaHmne CK3W1 B npuknagHoe 0O

Mpun BcTpamBaHunm CK3WM B npukiagHoe MporpaMMHoe obecnedyeHune A0NXKHbl BbIMONHATLCS
TpeboBaHua paspgena 7 pokymeHta "XTAWM.00083-01 90 02. Kpuntollpo CSP. PykoBoacCTBO
aaMuHMCTpaTopa 6e3sonacHocTn. Obuwas yacTtb."

8. TpeboBaHWA MO OpraHMU3auMOHHO-TEXHUYECKNM U
aAMUHUCTPATMBHbIM MepaM obecrneyeHuns
akcnnyaTtaummn CK3U

[OMXHbI BbINOAHATECS TpeboBaHUA NO OPraHU3aLUMOHHO-TEXHUYECKMM W aAMUHUCTPATUBHbLIM
mMepam obecnedyeHna 6esonacHocTn 3kcnnyataumm CK3M B obbeme paspgena 12 [oKyMeHTa
"XTAN.00083-01 90 02. Kpuntollpo CSP. PykoBoacTBO aaMuHucTpaTopa 6e3onacHoctu. Obuwas
yacTb."

8.1. 0O6wwne Mepbl 3awmnTbl oT HC/ MO c ycTaHOBNEHHbIMU
CK3WU ana OC FreeBSD

Moa ynpasneHmeMm UNIX-nogobHbix onepaunoHHbiXx cuctem CK3U JOMXKHO MCNOMb30BaThbCs C
nporpamMMHbiM obecneveHnem:

e Certmgr (Kpuntollpo Certmgr).
e CryptCP.

¢ Apache Trusted TLS (Digt).

e Trusted TLS (Digt).
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Mpu wncnonb3oBaHum CK3U XKTAW.00083-01 noa ynpasneHmem OC FreeBSD Heobxoanmo
NpeanpuHATbL AOMNOSIHUTENIbHbIE MEpbl OPraHM3auMOHHOINO U TEXHWMYECKOrO XapakTepa W BbIMOJHUTb
LOMOSIHUTENbHbIE HACTPOMKM OMNepauMoHHON cuctembl. [pu 3TOM CTaBUTCS 3agada He TOJIbKO
obecneunTb AOMOAHUTENbHYIO 3awmnTy cepeepa u OC ot HCA, Ho n obecneunTb 6ecnepeboliHblii pexmum
paboTbl U UCKITIOYNTL BO3MOXHOCTM "OTKasa B 06CNyXunBaHUM", BbI3BAHHOMO BHYTPEHHMMK MpPUYUHAMM
(HanpuMep - nepenosiHeHneM hannoBbIX CUCTEM).

K opraHn3auMoHHO-TEXHUYECKMM MepaM OTHOCATCS:

8.1.1.

obecneueHune umsmnyeckon 6es3onacHOCTM cepBepa;
YyCTaHOBKa MpPOrpaMMHbIX 06HOBNEHWUIA;

opraHmsauus npoueaypbl pPe3epBHOr0 KOMMPOBAHUS W  XPaHEHUS pe3epBHbIX
KOMWun.

JononHutenbHble HacTpolrikn OC FreeBSD kacaroTcsa cneaytowero:

orpaHuyeHue [ocCcTyna nofnb3oBaTeNell W HacTPOWKWM  MOMb30BaTeNbCKOro
OKpYXeHUS;

OrpaHuUYeHne ceTeBbIX COeAMHEHUN;
OrpaHMYeHUs Npu MOHTMPOBaHUN PaltNOBbLIX CUCTEM;
OrpaHMYeHus Ha 3anycK NpoLeccos;

KOHTpOJ/Ib 3arpy3km OC M KOHTPO/Sb LESIOCTHOCTU CUCTEMHOIO W MPUKNALHOIO
nporpamMMHoro obecrneyeHns aosmkeH obecrneymBaTbCs MPM MOMOLUM 3/1EKTPOHHOMO
3aMka (CM. COOTBETCTBYKOLWMI pa3gen B AokyMeHTe "XXTAW.00083-01 90 02.
KpunTtolpo CSP. PykoBoacTtBo aaMuHucTpatopa 6e3onacHoctu. Obuwas 4dactb."),
YTO O3Ha4aeT:

e  BbINosiHeHMe 3arpy3kun ¢ PUKCUPOBAHHOIO HOCUTENS;

e (ObecneuyeHne KOHTponss uenoctHocth OC M MNpUKNAAHOro
nporpaMMHoro ob6ecrneyeHns A0 3arpy3ku Ha 3arpy304HOM AUCKE U
OPYIUX NMOAKMOUYEHHbIX AMCKAX.

AOonosiHUTeNbHble HacTporikn aapa OC;

HacTpoOWKa CeTeBbIX CEPBUCOB;

orpaHuyeHne Konunyecrtsa "BMANMOM U3BHE" MH(POpPMaUUmM O cUCTeMe;
HaCTpolKa NOACUCTEMbI MPOTOKONIMPOBAHUA U ayauTa.

OpraHmsaymnoHHO-TEXHUYECKNEe Mepbl

. C uenbio UCKIYEHNS BO3MOXHOCTY 3arpy3km OC, OT/IMYHOM OT YCTAHOBJIEHHOM Ha

KeCTKoM ancke MIBM, MIBM u ycTponcTBa 3arpy3ku A0/IKHbI 6bITb orneyaTaHsbl.
JomxkeH 6biTb 06ecrneveH Heo6X0AMMbIN KOHTPOJIb LLeSIOCTHOCTM neyaTen.

. ObecneyeHne dumsmnyeckon 6e3onacHOCTM cepBepa

CnefyeTr WCKAOYUATbL BO3MOXHOCTb [AOCTYyNa HeaBTOPU30BaHHONO MepcoHana K
KOHCO/IN, CUCTEME MUTAHWUS U AOMNOSIHUTENbHLIM YCTPOMCTBAM, MOAK/OYEHHbIM K
3aluMLL@eMOMY CepBepy MyTeM YCTaHOBKM 060pyAoBaHWs B crleumasbHo
BblAE/IEHHOE M 3anupaeMoe noMelleHne (annapaTHy UIn cepBepHYH KOMHaTY).

JocTyn nepcoHana B CepBEepHyK KOMHaTy AOo/MKeH ObiTb pernaMeHTupoBaH
BHYTPEHHMM pacnopsaKoM 3SKCMyaTUPYIOWeEN OpraHusauMm M AO/HKHOCTHLIMU
WHCTPYKLUMSMU.

Ona wcknioveHns c6oeB KOMMNbIOTEPA, BbI3BAHHbLIX OTK/OYEHWEM 3N1EKTPONUTaHUS,
Heobxoanmo obecneunTb aMeKTpoNUTaHMe cepBepa OT UCTOYHMKA 6ecnepeboliHOro
NUTaHMSA AOCTaTOYHOM MOLWLHOCTU. Kak MMHMMYM, MOLWHOCTM 6aTapei MCTOYHMKA
6ecnepeboMHOro nNuTaHMA [O/MKHO XBaTaTb Ha BpeMs AOCTaTO4HOe Ansd
KOPPEKTHOro aBTOMaTUYeCcKoro 3aBeplueHns paboTsl cepsepa.

. OpraHusauus npoueaypbl pe3epBHOr0 KOMMPOBAHMSA U XPAHEHUSI Pe3ePBHbIX

Konui

Mpu onpeaeneHnn pernameHTa pe3epBHOr0 KOMUPOBAHUSA U XpaHEHWUS pe3epBHbIX
Konuii cnegyeT obecneunTb OTBETCTBEHHOE XPaHEHWe pe3epBHbIX KOMUIA B
3anupaembix cendax (wkadax) v onpenenutb npoueaypy BblAaun pe3epBHbIX
KOMWIA OTBETCTBEHHOMY MEPCOHaNy U YHUUTOXEHMUS BbllWeAnX U3 ynoTpebneHus
HocuTenen (NeHT, OAHOKPATHO 3anncbiBaeMblX AUCKOB U Mp.).
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10.

11.

12.

CTaHAapTHbIMXM MepaMu MO OpraHu3aumm OTBETCTBEHHOMO XpaHeHWs HocuTenen
ABNSAOTCA:
e MapKuMpoBKa HocuTeneu;

e COCTaBJ/IEHME OMWUCU XPaHUMbIX HOCUTENENH C YyKasaHMeM CepUHbIX
(nHBEHTapHbIX) HOMepOB, AaT 3anucu HocuTenen, damMmuanen CcoTpyaHuka,
co3aaBLIero Konuw ans kaxaoro wkada(cenda);

e riepuoamyeckas CBepka onucu u cogepxumoro cerdos (Wwkados);

e OpraHu3auus OTBETCTBEHHOrO XpPaHEHWS U BblAauun KJloYen oT ceindos
(wkados);
e BO3MOXHOe onevyaTtbiBaHue (onnoMbupoBaHue) cendos(wukados).

YHUUTOXEHUE BblWeaWwnx U3 YI'IOTpeﬁJ'IeHVIFl HOCuTenenm AOSIKHO nponssoanTCcA
KOMWCCHEN C coCTaBnieHmneM akTa o6 YHUYTOXEHUN.

B cucrteme peructpupyetcs OAMH Nofib3oBaTenb, ob6nagawowui  npasBamu
aAMMHUCTpaTopa, HOCAWMM MMS root, Ha KOTOpOro Bo3naraeTcsa 0653aHHOCTb
koHdurypuposatb OC FreeBSD, HacTpamBaTtb 6e3onacHocTtb OC FreeBSD, a Takxe
KoHdurypuposaTtb [M9BM, Ha koTopyto yctaHoBneHa OC FreeBSD.

. Ans nosb3oBarensa root BbI6VIpaETCFI HaZeXHbIN naposb BXOoAa B CUCTEMY,

yAoBneTBopaloWwmMin  cnegyrowmnm  TpeboBaHnaM: anvMHa napons He MeHee 6
CUMBOJIOB, CpeAn CUMBOJIOB Mapofs AO0/HKHbI BCTpe4yaTbCs 3arfiaBHble CUMMBOIbI,
NPOMUCHbIE CUMBOJbI, UMMDPbl 1 CcheumanbHble CUMBOJIbI, CPOK CMEHbl Maposisi He
peXxxe OAHOro pasa B Mecsu, AOCTYN K maposito Ao/mkeH 6biTb obecneyeH ToNbKO
aAMUHUCTpaTOopYy.

Monb3oBaTento root AOCTyMHbl HACTpOMKK Bcex nonb3oBaTenen OC FreeBSD,
KOTOpblE OH MOXET NpocMaTpuBaTb, penakTupoBaTb, yAansATb, co3paBaTb. Bcem
nosb3oBaTensaM, 3aperunctpupoBaHHbiM B OC FreeBSD, nonb3oBaTenb root B
COOTBETCTBMM C MOANTMKOM 6e30nacHOCTM, NPUHATOM B OpraHusauum, paet
MMUHMMaNbHO BO3MOXHbIE AS19 HOPManbHOM paboTbl npasa. Kaxabin nosb3oBaTesb
OC FreeBSD, He sBnsowmiica mnosib3oBaTeneM root, MOXeT npocMaTpuBaTb M
pefakTMpoBaTb TOSIbKO CBOM YCT@HOBKM B paMKax npaB AOCTyna, Ha3HaYeHHbIX
eMy nosb3oBaTenem root.

Bcex nonb3oBatenen MN3BM, koTopble HE MOMNb3YKOTCA AAaHHOMW CUCTEMOMN, U BCEX
CTaHAapTHbIX Nonb30BaTenen, kKoTtopble co3gatTca B OC FreeBSD BO Bpems

ycTaHoBkM (Takmx, kak "sys", "uucp", "nuucp", n "listen"), kpome nonb3oBartens
root, cneayeT yaanuThb.

B OC FreeBSD cywecTBYylOT MCMNOSIHAEMble dalifibl, KOTOpble 3anyckakTcs C
npaesamMu nonb3oBatens root. 3T dalinbl UMET YyCTaHOBJEHHbIM dnar SUID.
Monb3oBaTenb root AoskeH onpenennTb, KakuMM M3 3Tux ¢GannoB B paMKax
onpeaeneHHoOM B OpraHmsauum nonamTukm 6e3onacHoctm He TpebyeTcs 3anyck C
aAMUHUCTPATUBHbIMM MOTHOMOYMSAMKM, U C NoMowblo cbpoca dnara SUID pomxkeH
CBECTU KOSIMYEeCTBO Takux (annoB K MUHUMYMY. 3anyck ocCTaBlumXcs dainnos c
yCTaHoBNeHHbIM dnarom SUID gommKeH KOHTPONMPOBATLCA MoJsib30oBaTenem root.

Mpu wucnonb3oBaHmn CK3U XTAW.00083-01 Ha T[15BM, nNOAK/OYEHHbIX K
0bLWenoCTyNHbIM CeTAM CBSI3M, AOJ/KHbI ObiTb MPeAnpUHATbI  AONOSHUTENbHbIE
Mepbl, UCK/TOYatoLWMe BO3MOXHOCTb HECAHKLMOHNUPOBAHHOIO AOCTYMa K CUCTEMHbIM
pecypcam MCroJsib3yeMblX OMepauuMoHHbIX CUCTEM, K MporpaMMHoMy obecreyeHuio,
B OKpYXeHun kotoporo dyHkumoHnpyT CK3U, u k komnoHeHTam CK3U co
CTOPOHbI YKa3aHHbIX ceTeMn.

MpaBo goctyna Kk paboumm mecTtam c yctaHoBneHHbIM O CK3W npepocTaBnsiercs
TOMbKO J/iNLAM, O3HAKOMJIEHHbIM C nMpaBufaMU MOSIb30BAHUA W  U3YUYUBLUUM
3KCMyaTauMOHHYI0 AOKYMEHTaUMo Ha nporpammHoe obecneyeHue, mMewouee B
cBoeM cocTtase CK3UN XTSAM.00083-01

Ha TexHuyeckux cpeacTBax, oCHaleHHbiXx CK3WM AonxHO MCMosib30BaTbCsA TOMBbKO
JIMLEH3MOHHOE NporpaMMHoe obecrieyeHune hupM-nponsBoamTenei.

B BIOS onpenensaiwTca YCTAaHOBKW, WCKKOYaKOWMe BO3MOXHOCTb 3arpysku
onepaumMoHHOM CUCTEMbI, OT/IIMYHOM OT YCTAHOBJIEHHOM Ha >XECTKOM [OUCKE:
OTK/I0YAeTCs BO3MOXHOCTb 3arpy3skum c rmbkoro pgucka, npusoga CD-ROM wu
npoyve HecTtaHdapTHble Buabl 3arpy3km OC, Bk4yas CceTeByl 3arpysky. He
npumeHsatotTca NMIBM ¢ BIOS, ucknaoyarwmM BO3MOXHOCTb OTK/IKOYEHUS CeTeBOW
3arpy3kun OC.
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13.

14,

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

CpeactBamm BIOS pomkHa O6bITb  WCKAKOYEHA BO3MOXHOCTb  OTKJIHOYEHMUS
nonb3osatensamMn ISA-yctponctB un  PCI-ycTponcTB. [N  WUCKIOYEHUS 3TOWM
BO3MOXHOCTM Bxog B BIOS 3BM pomxkeH 6biTb 3alMiulieH MaposieM, K KOTOPOMY
npeabaBnalTCa Te e TpeboBaHMs, YTO M K Maposio nonab3oBaTtens root. MNaponb
aons Bxoaa B BIOS pomkeH 6biTb M3BECTEH TONMbKO MOSib30BaTento root u 6biTb
OTNIMYHLIM OT Napons nonb3osaTtens root anga exona B OC FreeBSD.

Oo 3arpy3km OC ponxeH 6bITb peann3oBaH KOHTPOJSb LENOCTHOCTU ainos,
KPUTKYHbLIX ansa 3arpy3kn OC u nporpammbl CPVERIFY.

Mpu 3arpy3ke OC gonxeH 6bITb peann3oBaH KOHTPOJSb LLeIOCTHOCTU NPOrpaMMHOro
obecneuenmns, Bxoasuiero B coctaB CK3WN XTHAM.00083-01, camom OC u Bcex
NCnosiHAeMbIX Gannos, dyHKUMOHUPYOLWMX coBMecTHO ¢ CK3W ¢ ncnonb3oBaHUEM
nporpammbl CPVERIFY.

CpeactBamn BIOS ponkHa 6bITb MCKIlOYEHA BO3MOXHOCTb paboTbl Ha DBM, ecnu
BO BPEMS €ro HadasibHOM 3arpy3ku He NpoxoasT BCTPOEHHbIe TecTbl DBM (POST).

Ha KkoMmnbloTepe ycTaHaBnmeaeTca Tonbko ogHa OC. Ha KoMnbiloTepe He
yCTaHaBNMBalOTCS CPeacTB pa3paboTkm u otnagkm MO. Ecnu cpeacrtBa oTnagku
NMPUNOXEHNIA HYXHbI ANS TeXHONOrMyecknx notpebHocTel opraHusauum, To MUX
NCrMoNb30BaHMe AO/MKHO 6biTb CAHKLMOHMPOBAHO aAMUHUCTPATOPOM 6e30nacHoOCTM!.
B nwbom cnydae 3anpewiaertcs MCNoMb30BaTb 3TWU CpeAcTBa ANs MNpOCMOTpa WU
pefakTMpoBaHUS Koda WM nNaMsaTM  NPUIOXeHMi, ucnonb3ywwmx CK3U
XKTAN.00083-01. Cnegyet usberatb nonagaHuvs B CUCTEMY MpoOrpaMM, rno3BONSAK-
wux npu owmnbkax OC nonydatb npusuaernn root.

[onXHO 6bITb OrpaHMyeHo (C y4yeToM BbI6paHHOW B OpraHusauuu MNOAUTUKMK
6e30MacHOCTM) MCMoJIb30BaHWE MOJSIb30BaTENs MU KOMaHA cron M at - 3anycka
KOMaHA B yKasaHHOe BpeMms.

JomkHo 6bITb peanu3oBaHO @U3MYECKOe 3aTupaHuve COAEepXMMOro YyAansieMbiX
darinos c ucnonbsoBaHuem nporpammbl Wipefile ns cocraBa CK3MU.

[onxHbl 6bITb OTKJIHOYEHblI CETEBbIE MPOTOKOJIbl, KOTOPbIE HE WCMOJIb3YKTCS Ha
naHHoM DBM.

B cnydae nogkntoyeHuss 3BM ¢ yctaHoBneHHbIM CK3UM k obwenocTynHbIM CeTaM
rnepegayvn AaHHbIX AO/MKHO 6bITb OTK/IIOYEHO McCnonb3oBaHue JavaScript, VBScript,
ActiveX n gpyrmx nporpaMmMHbiX 06bEKTOB, 3arpy)XaemblX U3 CeTu, B NpUKNaaHbIX
nporpaMmax.

JomkHbl 6bITb MPUHATLI MEPbI MO MUCKKYEHUIO HECAHKLMOHMPOBAHHOIO AOCTyna
NOCTOPOHHUX NUL, B MOMELLEHUS, B KOTOPbIX YCTaHOBJIEHbl TEXHUYECKNE CPeacTBa
CK3MN XTSAM.00083-01, no poay CBOen [eaATeNbHOCTM He  ABASOWMNXCS
nepcoHasioM, AOMNYLIEHHbIM K paboTe B yKa3aHHbIX NOMELLEHUSX.

[omkHO 6bITb 3anpeLleHo oCTaBNATb 6e3 KOHTPO/St BblUMCMTENbHbIE CPeACcTBa, Ha
KOTOpbIX 3kcnnyatmpyetca CK3W XXTAK.00083-01 nocne BBOAA KJHOYEBOM
mHdpopmauun. Tpm  yxopae nosb3oBatensas C paboyero ™Mecta  AO/MKHO
MCMNOMb30BaTbCsl aBTOMATUYECKOe BKJIIOYEHWE NAapOsIbHON 3acTaBKM.

N3 coctaBa cucteMbl A0MKHO 6biTb UCKNOYEHO ob6opyaoBaHMe, KOTOPOe MOXET
cosgaBaTtb yrposy 6esonacHoctn OC FreeBSD. Takxe Heobxogmmo wusberatb
MCNO/b30BaHMUS HECTaHAapTHbIX annapaTHbIX CPeAcTB, MMELWMX BO3MOXHOCTb
BNMATb HA DYHKUMOHMPOBaHWe koMmnbioTepa nnm OC FreeBSD.

Mocne MHCTanNAumMm OC FreeBSD cnepyert YCTaHOBUTb c canTa
http://www.freebsd.org/ Bce pekoMeHAOBaHHblE MpPOrpaMMHbie O6HOBNEHUA U
nporpaMMHble O6HOBMEHMUS, CBSA3aHHble C 6e30MacHOCTblO, CyLlecTBYKOLWME Ha
MOMEHT UHCTaNNaunn.

Ha Bce pupekTtopumn, copaepxawme cucteMHble dannbl OC FreeBSD un katanoru
CK3M, HeobxoauMMo yCTaHOBMTb NpaBa [AOCTyna, 3anpewakwlme BCEM
nonb3oBartensiM, kpome Brnagenbua (Owner), 3anuce.

B cBA3M € TeM, 4TO aBapuiiHbIX AaMn OMepaTMBHOM NaMSATU MOXET CcoAepXaTb
KpuaTorpaumyeckn onacHyr uHdopMaumio, B MNPUKIAAHbIX MporpaMMax,
ncnonb3ytowmnx CK3W, cneayet OTKIHOUMTb BO3MOXHOCTb €ro CO3AaHns C NOMOLLbIO
dyHKkumm setrlimit ¢ napametpom RLIMIT_CORE=0.

B OC FreeBSD wucnonb3yetcsa BupTyanbHas namsate. O651acTb BUPTyanbHON MamMsaTu
AO0/KHa 6bITb OpraHn3oBaHa Ha OTAENbHOM XXEeCTKOM aucke. 1o okoH4YaHun paboTbl
CK3U copepxumoe BUPTyasibHOW MaMsATU AOJIKHO 3aTUpaTbCsi C UCMOJIb30BaHMEM
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8.1.2.

cpeacts OC. B cnyuyae aBapuiiHoro ocrtaHoBa DBM, npu cnegytouwen 3arpyske
HeobxoauMo B pexume “single user” ounmctuTb 06NacTb BUPTyaslbHOW NaMaTH
nporpamMmon wipefile, Bxoasiwen B coctaB CK3U XTHAN.00083-01. B cnyuae
BbIX0Za W3 CTPOS XEeCTKOro AMCKAa, Ha KOTOPOM HaxoauTcs obnacTb BUPTyalbHOWM
namaTv, Kpuntorpaduyeckme K4YM noanexaTt BblBOAY M3 AEWCTBUSA, a XKECTKUMN
OVCK CUYMTAEeTCa He noAfieXxalnM pPeMOHTY. DTOT XEeCTKUN OUCK YHUUYTOXaeTcs no
rnpaBuiiaM YHUUYTOXEHUS KIKOYEBbIX HOCUTENEN.

JononHutenbHble HacTponkn OC FreeBSD
HacTtpoitkn OC FreeBSD BbIMOJ/IHAKOTCA NyTEM peaakTupoBaHusa (yaaneHwus,
pobaBneHns) pasnmMyuHbiX KOHPUIypaunMoOHHbIX M KOMaHAHbIX daliioB.
Onsa coxpaHeHMs BO3MOXHOCTM "OTKaTuTb" BHECEHHble W3MeHeHusa cneayeT
COXpaHATb Moauduumpyemole daiinbl B "6e3onacHoM" MecTe (Ha BHELWHEM HOCUTENe
WM Ha HEe MOHTUPYEMOM aBTOMaTn4yeckn ¢araioBon CUCTEME).

8.1.2.1. OrpaHundyeHmne [ocTyna nonb3oBaTefnel M HaCTPOWKM MOSb30BaTENbCKOro

OKpY>XeHUs
HacTpolika nonb30BaTE/IbCKOr0 OKPYXEHMS 3aK/1toUaeTcs B CIeayoWmx AeACTBUAX:
1. B danine /etc/login.conf cneayeTt ycTaHOBUTL Cleayrowme AMPEKTUBDI:

Login-retries=3  (3agaeT 4MCi0  NOBTOPHbLIX  MOMBITOK  perncrpauumu
rnonb3oBartens nporpammon login)

passwordtime=30d ans orpaHmn4deHnsa cpoka aencremsa naponsa 30-t0 cyTKaMm
coredumpsize=0K gns 3anpeTta co3gaHunsa core-cdannos

SYSLOG_FAILED_LOGINS=0 (anpekTnBa npeanucbiBaeT NpoTOKO/INPOBaTb BCE
NOMbITKN HEYAAaYHOW perucrpaummn nosb3oBaTtens)

UMASK=022 (napameTp 3afaeT MacKy co3gaHusa darna no-yMosa4yaHuio).

CONSOLE=/dev/console (napameTp orpaHM4nBaeT BO3MOXHOCTb permcrpaunm
cynepnosib3oBaTenst TOSIbKO CUCTEMHOM KOHCOMbIO M 3anpeluaeT yaaseHHble
pernctpauum cyneprnonb3oBaTens).

2. [Ons nonb3oBaTens root yCTaHOBUTb MacKy pexuma co3gaHus dannos 077 nau
027:

umask 077 (umask 027);

3. OrtpepaktmnpoBaTtb ¢ann /etc/shells 1 noMmecTuTb B HEro MMEHa TONIbKO ANs TeX
ncnosHsemblx dannos obonoyek, KoOTopble YCTaHOB/eHbl B cucTteme. [lo
yMonyaHuto, cogepxumoe damnna /etc/shells moxeT 6bITb TaknM:

/bin/csh

/bin/tcsh

/bin/sh

/usr/local/bin/bash
4. YpanuTtb pann (ecnun oH cyuwectByeT) /.rhosts.
YpanuTtb coaepxunmoe darina /etc/host.equiv.

6. OtpepaktnpoBaTb dann /etc/pam.conf ¢ uenbto 3anpeta rhosts-
ayTeHTMdMKaunmM. BbiNnosHAeTCS KOMMEHTUPOBAHUEM BCEX CTPOK, coaepKalimx
noactpoky "pam_rhosts_auth.so".

(]

7. TlpoBepuTb  waeHTUdMKATOPLI  MNoAb30OBaTeNss M rpynnbl AN BCeX
nonb3oBaTenien, NnepevncrneHHbix B darine /etc/passwd. Cneayet ybeaurtcs, uto
He cyllecTByeT Nosib30BaTesien, UMerwmx naeHtndunkaTop nonb3osatens 0 u
naeHTudunkaTop rpynnel 0 KpoMe, BO3MOXHO, Nonb3oBaTens root.

8. Co3gaTb nepeyeHb MNporpamMM, KOTOpble  3anyckawTcs C  MnpaBaMu
aAMUHUCTPATOPA, U KOHTPO/IMPOBATb €ro HEM3MEHHOCTb;

9. 3anpetuTb perucTpaumio B CUCTEMe MoJSib30BaTesiel, MMelWwux creayowme
"cnyxebHble nmeHa":
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daemon uucp

bin nuucp
sys listen
adm nobody
Ip noaccess
smtp

[JencrtBne BbINOMHAETCS MyTeM YyKasaHusa B danne /etc/passwd CTpoku
'/sbin/nologin’ B none shell-nporpamMmel n ykasaHus cuMmBona 'x' B none napons.

8.1.2.2. OrpaHunyeHns Npu MOHTUPOBaAHUM (PANNOBbLIX CUCTEM

OrpaHuyeHust NpuM MOHTUPOBaHMM (anoBbIX CUCTEM pPeanusyloTcs peaakTUpOBaHUEM
danna /etc/fstab:

1. YcTtaHoBUTb onumio nosuid Npn MOHTMpPOBaHUK (hanoBOM CUCTEMBI /var.

Mpn wWHCTanNAaUUMM cucTeMbl cnepyeTr BbliAgenuTb Ana dannosbix cuctem /, /usr,
/usr/local, /var pa3Hble pasgenbl AuCKa ANd NpeaoTBpalleHus nepenosiHeHus
KPUTUYHbIX ainoBbIix cuctem (/, /var) 3a cYeT, HanpuMep, NONb30BaTENbCKMX AAHHbIX
n obecrneyeHns BO3MOXHOCTM MOHTUPOBaHUS aNIOBON CUCTEMbI /USrk B pexume
"ToNnbKo AN yteHusa".

8.1.2.3. OrpaHuyeHus Ha 3anycK npoueccos

CneayeT orpaHnuYnTb MCMNOJIb30BaHWE B CUCTEME MIaHMPOBLLMKA 3aZay Ccron u cpeacTs
naketHonm o6paboTku 3agaHuin. [ns HOpManbHOro QYHKUWOHMPOBAHUSA CUCTEMbI
MUHUMaNbHO HeO6XOAMMbLIM SIBNAETCS pas3pelleHMe MCMOoJSb30BaHUs MAaHMpPOBLUMKA
3aZay cron M CpeAcTB NMakKeTHOM 06paboTkM 3aAaHnii ToNbKO nosb3oBaTtento root. Ans
3TOro cneayeT BbINOJHUTL Cneayowmne KoMaHabl (0T UMeHM Cyneprnonb3oBaTens):

echo root > /var/cron/allow
echo root > /var/at/at.allow

8.1.2.4. HacTpoiika ceTeBblX CEPBUCOB
HacTpolika ceTeBbIX CEPBUCOB 3aK/to4aeTCsl B ClieAytoleMm:

1. CnepnyeTt orpaHMunTb (YHKUMOHANBbHOCTb AEMOHA YMnpaBfieHUs CETEBbIMU
coeauHeHunamun inetd (xinetd). JdenctBme 3aknuvaetcsa B peaaktuposaHuun danna
/etc/inetd.conf. B darine /etc/inetd.conf cnegyetr 3akoMMeHTpoBaTb (yAannTb)
CTPOKMK, coAepXxalme OonucaHms TexX CepBMCOB, WCMNOSb30BaHME KOTOPbIX Ha
KOH(PUIypupyeMoM KOMMNbIOTEPE HE SABASIETCS HEO6XOAMMBbIM.

Kak MUHUMYM, CneayeT 3anpeTuTtb cnegyroumne CEpBUCHI:

echo systat
discard netstat
daytime tftp
chargen telnet
finger nfsd

Bo3MOXHO Takxe CHadana 3akoMMeHTMpoBaTb B ¢anne /etc/inetd.conf
OMMCaHMsa BCEX CEPBUCOB M 3aTEM PaCKOMMEHTMPOBATb TOJIbKO MCMOJIb3YEMbIE.

2. Wcnonb3ysa ytunuty sysinstall, OTKAOUMTL Heucrnonb3lyemble CeTeBble
cepBucbl, U cnyxbbl, 3anyckaemblX MNpW CTapTe CUCTEMbI, 3anycTuTb paboTy
noacucTeMbl accounting Ans KOHTPOJIS 3anyCcKaeMblX NPOLLECCOB.

3. Ecnn He nnaHupyeTcsa MCNoONb30BaTb HacTpavBaeMbl KOMMNbIOTEP B
KayecTBe MapluipyTu3aTopa, HeobxoAMMO 3anpeTuTb MaplpyTu3auuio, BbINOMHUB
kKomaHay sysctl —w net.inet.ip.forwarding=0.

4. CnepyeT 3anpeTuTb MNPUEM U3 BHELWHeN ceTn "WupokoBelaTenbHbIX"
(broadcast) nakeTos, a TaKxe nepepavy OTBETOB Ha NpUHATBLIE
"lWnpokoBeLlaTenbHble" NakeThbl.

5. 3anpeTuTb cynepnosb3oBaTesnto Aoctyn no ftp, ana atoro gob6asutb "root"
B chann /etc/ftpusers
6. Ecnn nnaHunpyeTcsa ncnonb3oBaTbh Ha HacTpaMBaeMoM cepBepe cepsuc FTP,

TO cneayetr co3gaTtb (oTpepaktuposaTb) dann /etc/ftpusers co cnmckom
nonb3oBaTesniei, AN KOTOPbIX 3anpeweH AOCTyn K cepBepy no nportokony FTP.
dann wnMeeT TEKCTOBbIM QopMaT M [O/MKEH cogepXaTb MO OAHOMY MMEHM
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nonb3oBaTens B CTpoke. B cnucke "3anpelweHHbIX" nonb3oBatenen, Kak MUHUMYM,
AOSKHbI 6bITb Mepeyncsienbl cnegyolwme MMeHa Nonb3oBaTenen:

adm

bin nobody4

daemon nuucp

listen root

Ip smtp

nobody sys

noaccess uucp

7. Ona  orpaHMyeHuss  Joctyna K CUCTEMHbIM  dannam  ans
HEeNpUBUIErnpoBaHHbIX nonb3oBaTenen, W3 KOMaHAHOW CTPOKW cnepyeT

BbINMOMHUTL Cneaywuwne KoMaHAbl:

dannos:

chown root /etc/mail/aliases
chmod 644 /etc/mail/aliases
chmod 444 /etc/default/login
chmod 750 /etc/security
chmod 000 /usr/bin/at

chmod 500 /usr/bin/rdist
chmod 400 /usr/sbin/snoop
chmod 400 /usr/sbin/sync
chmod 400 /usr/bin/uudecode
chmod 400 /usr/bin/uuencode
Takxe cnepgyeT obHynuTb ¢nar SGID Ans HEeKOTOpbIX WMCMNOSIHAEMbIX

chmod g-s /usr/bin/mail
chmod g-s /usr/bin/mailx
chmod g-s /usr/bin/write
chmod g-s /usr/bin/netstat
chmod g-s /usr/bin/nfsstat
chmod g-s /usr/bin/ipcs
chmod g-s /usr/sbin/arp
chmod g-s /usr/sbin/dmesg
chmod g-s /usr/sbin/prtconf
chmod g-s /usr/sbin/swap
chmod g-s /usr/sbin/sysdef
chmod g-s /usr/sbin/wall

8.1.2.5. OrpaHudeHne konmyecTea "Bmammon nseHe" nHdopMaumm o cucteme

O6bl4HO, HauyanbHYK MWHMOpPMaUuK O CUCTEME MOTeHUMaNbHbIA HapywuTenb
nony4yaeT U3 CUCTEMHbIX MPUrnaleHnn, BblAaBaeMblX CeTeBbIMU Cnyxbamu cepsepa
(telnet-cepsep, ftp-cepsep u np.).

Mo3ToMy, K MepaM No OrpaHUYEHMUI0 KONM4YecTBa "BMAMMON M3BHE" MHGOpMauuMn o
CUCTEME OTHOCHATCS:

e OTkas oOT cTaHpgapTHoro "3arosnoBka", BbIBOAMMOro cepsepoM ftp npu oTBeTe
nonb3oBatento. [locturaetcs ykasaHuem B danne /etc/ftpwelcome cneayrowmx
OVPEKTUB:

BANNER=""

e PepaktmpoBaHue dannos /etc/issue, /etc/ftpbanner n /etc/motd c uenbto
pa3bsCHEHUSA NOSb30BATENAM NpaBMa U NONUTUKN AOCTYyMNa K cepsepy ftp.

8.1.2.6. HacTpoitka noacmcTeMbl NPOTOKO/IMPOBAHMS N ayauTa

1. CneayeT yooCTOBEPUTCS, YTO TOSIbKO MOJSb30BaTesNb root UMeeT AOCTYN Ha 3anuchb
Ans cnegyowmnx dannos:
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8.2.

/var/log/authlog
/var/log/syslog
/var/log/messages
/var/log/sulog
/var/log/utmp
/var/log/utmpx

2. Ecnhn Ha HacTpavBaeMOM cepBepe MWCMonb3yeTcss web-cepBep, TO cneayet
ybeanTtbcsa, uto Tonbko "Bnageney" npouecca httpd mmeer mgoctyn Ha 3anucb K
npotokonam httpd

3. OrpaHuuunTb (C y4yeToM BbliGpaHHOW B OpraHusaumu nonMTUKM 6e3onacHoCT)
MCMoNb30BaHME MOMb30BaTENAMM KOMaHA sSu W sudo - npefocTaBneHus
Nnosib30BaTesnto aAMUHUCTPATUBHbBIX MOSTHOMOYNI

4. CnepyeT NpOTOKOMMPOBaTb MOMbITKM MCMOMb30BaHUA nporpaMM su u sudo. Ans
aToro, B ¢ann /etc/syslog.conf cnegyet no6aBuTb 3anunch:

auth.notice /var/log/authlog
nnn
auth.notice /var/log/authlog, @loghost

BTopass cTpoka aHanorMyHa nMepBOl, HO YyKa3blBaeT, uYTO MPOTOKOS
AOMNOSTHUTENbHO NepeaaeTcsl Ha cepBep cb6opa NPOTOKOOB.

CnepnyeT obecrneuntb NMpPOTOKOSIMPOBAHME HEYCMELIHbIX MOMbITOK pPerucTpauun B
cucTeMe B JIOKalbHOM MnpoTokone. [ns 3Toro, cneayeT BbINOMHUTL Crieaytolme
KOMaHzbl:

touch /var/adm/loginlog
chown root /var/adm/loginlog ; chgrp wheel /var/adm/loginlog
chmod 644 /var/adm/loginlog

5. [ns npoTOKONMPOBaHUS CETEBbLIX COEANHEHUIN, KOHTPOJMPYEMbIX AEMOHOM inetd
(Bkntoyasa paTy/BpeMsi coeauHeHus, IP-agpec Kk/AMeHTa, YCTaHOBMBLUENO
coeAnMHEHME W WUMA  cepBuca, o06cnyXuBawwero coeavHeHne), B dann
/etc/syslog.conf cnegyet 4o6aBUTb 3anuchb:

daemon.notice /var/log/syslog
n B dhanne /etc/rc2.d/S72inetsvc 3amMeHnUTb CTPOKY
/usr/sbin/inetd -s
Ha
/usr/sbin/inetd -s -t

TpeboBaHMA MO pa3MeLLEeHUND TEXHNYECKNX CpeacTB
C ycTaHoBneHHbIM CK3U

Mpwn pasmelleHnn TeXHUYEeCKUX CpeacTB C yCTaHOoBIeHHbIM CK3U:

[JonxHbl OblTb NPUHATBI Mepbl 3allnMTe OT HEeCaHKUMOHMPOBAHHOrO AocTyna B
NMOMeLLEHNS, B KOTOPbIX pa3MeLleHbl TEXHUYECKNE CpeacTBa C yCTaHoBNeHHbiM CK3WU,
MOCTOPOHHUX ML, MO poAay CBOEN JAeATE/IbHOCTU He SBASIOWUXCS MNepCcoHanomM,
AONyUWeHHbIM K paboTe B 3TUX noMelleHuax. B cnydyae Heo6xoaAnMMOCTM MPUCYTCTBUSA
MOCTOPOHHUX 1ML, B YKa3aHHbIX MOMELLEHNAX A0/IKEH 6bITb 06ecneyeH KOHTPO/b 3a MX
aencremamMmm n obecrneyeHa HEBO3MOXHOCTb HEraTUBHbIX AENCTBUM C MX CTOPOHbI Ha
CK3W, TexHuyeckume cpencrtesa, Ha KoTopbiX akcrnnyatmpyetca CK3UW wn 3awuwaemyro
nHdopmMaumio.

BHYTpeHHSIS NnaHWpOBKa, pacnosioXXeHWe W YKOMMIEeKTOBAaHHOCTb pabounmx MecT B
noMeLleHnax A0/KHbI obecrneynBaTb MCNOMHUTENSIM paboT, COXPaHHOCTb AOBEPEHHbIX
UM KOHdUMAeHUNanbHbIX JOKYMEHTOB WU CBEAEHWNIA, BK/IOYAs KIoUYeBYO MHMOpMaUmio.

B cnyyae nnaHupoBaHusa pasMeweHns CK3UW B nomeweHunax, rae npucyTcTByeT
peyeBasi, aKycTuyeckas W Bu3yanbHas WHbOpPMauusa, coaepxawass CBeaeHus,
COCTaBNsoWME roCyaapCTBEHHYIO TalHy, U (UK) yCTaHOBEHbl TEXHMYECKME CpeacTBa
M cucTeMbl Npuema, nepepaym, obpaboTkm, xpaHeHuss U oTobpa)keHuss MHboOpMaunuu,
cofepXalwen CcBeAeHUsi, COCTaBASKWNE TOCYAapCTBEHHYIO TaWHy, TeXHU4YecKkue
cpencTtBa MHOCTPaHHOIro MpPOM3BOACTBA, Ha KOTOPbIX (MYHKUMOHUPYHOT MpOrpaMMHble
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moaynu CK3W, posmkHbl 6bITb MOABEPrHyThbl CNeuUuanbHOW MNPOBEPKE MO BbISB/IEHUIO
YCTPOWCTB, NpeAHa3HaYeHHbIX AN HErNacHoro nNoay4YyeHus nHdopMaumn».

9. TpeboBaHusa No KpunTorpaduyeckon sawmTe

[ onkHbl BbINONHATLCA TpeboBaHuMS:
1. Wcnonb3oBaHMe TONLKO JIMLUEH3MOHHOIO CUCTEMHOIO NPOrpaMMHOro obecneyeHus.
2. Paspgen 17 pokymeHTa XTAWKN.00083-01 90 02.

3. Nepen Hayanom paboTbl Ao/keH 6biTb MPOBEAEH KOHTPOSb LLeNoCTHOCTU. KoHTposem
Le/IOCTHOCTM AO/KHbI H6bITb 0XBadeHbl dalisbl, yKa3aHHble B n. 16.

4. HacTpolika onepauMoHHoM cuctemol ans pabotsl ¢ CK3W no n. 8.1.1.

5. Mpwn wuHctannsumm CK3W pomxHbl 6bITb 0b6ecrnedyeHbl OpraHM3aUMOHHO-TEXHUYECKNE
Mepbl MO UCKOYEHUIO NOAMEHbI ANCTPUBYTMBA N BHECEHUA M3MeHeHu B CK3U nocne
YyCTaHOBKM.

6. WcknioueHne mn3 nporpamMmHoro obecnedeHus MNIBM c yctaHoBneHHbiM CK3W cpeacts
OTNAAKM.

7. TMaponb, UCMNONb3yeMbI ANs ayTeHTUdUKaunmn nosb3oBaTesnell, AO/KEH COAepXaTb He
MeHee 6 CMMBOJIOB aNndaBuTa MOLWHOCTM He MeHee 10. MepuMoANYHOCTb CMEHbI MNapons
- He pexe o4HOoro pasa B 3 Mecsua.

8. [llepnoanyYHOCTb TECTOBOro KOHTPOS KpunTorpaduyecknx dyHKumm - 10 MUHYT.
9. ExecyToudHas nepesarpy3ka N2BM.

10. NMepuoanyHocTb octaHoBa [9BM c ob6sa3aTenbHOW MPOBEPKOW CUCTEMbI OXNaXAEHUS
npoueccopHoro 6noka NMN3BM - 1 mecsu.

11. 3anpewaetcs wMcnonb3oBaTb pexuMm npoctol 3ameHbl (ECB) FOCT 28147-89 pnsa
WndpoBaHMsa MHHOPMaLUK, KpOMe KITHYEBOMN.

12. JomkHO pJaBaTbCA npeaynpexaeHue O TOM, 4YTO MpU  MCNONb30BaHWKU pexuma
WwundpoBaHus CRYPT_SIMPLEMIX_MODE wm™aTtepnan, obpabaTbiBaeMblii Ha OAHOM
KJloue, aBTOMaTMYeCKN OrpaHMYnNBaEeTCs BeNM4YnHom 4 MB.

13. Mpu dyHKunoHmnpoBaHmn CK3WN gonxHbl BbIMOAHATLCA TpeboBaHUS 3KCMayaTauMOHHOM
AoKyMeHTauum Ha MAK 3awwuTtel ot HCA.

14. JomkHOo 6bITb  3anpeweHo ucnonb3oBaHme CK3WN  gna  3awuntbl  TenedOoHHbIX
neperoBopoB 6€3 NpMHATUS B CUCTEME Mep MO 3aluuTe OT MHHDOPMATUBHOCTU NMOBOYHbBIX
KaHanos, cneumdunyecknx rnpuv nepegade peum.

15. JonxHa 6biTb 3anpeweHa pabota CK3U npu BkAtoveHHbIX B N2BM wTaTHbIX cpeacTBax
BbIXO4a B paanoKaHars.

16. KOHTponeM uenoCTHOCTM AOMKHbI 6bITb OXBaveHbl dansibi:
FreeBSD

libcades.so.1, cryptcp, certmgr, inittst, csptestf, der2xer, libcapi20.s0.4, libcpext.so.4,
libpkixcmp.so.4, libasnldata.so.4, libssp.so.4, libpkivalidator.so.4, libcplib.so.4, libcpasnl.so.4,
libocsp.so.4, libenroll.so.4, libtsp.so.4, libtspcli.so.4, liburlretrieve.so.4, curl, libcpcurl.a, libcpcurl.so.6,
set_driver_license.sh, libcpcdrv_emul.a, libcspfkc.so.4, libcpuifkc.so.4, configure_base_prov.sh, cp-
genpsk.sh, genpsk, libike_gost.so.4, libesp_gost.so.4, libcsp.so.4, librdrrndmbio_tui.so.4, libcsp.so.4,
librdrrndmbio_tui.so.4, libcspr.so.4, libcsp_kc2.s0.4, cryptsrv, libcspr.so.4, libcsp_kc2.s0.4, cryptsryv,
libcppcades.so.1, libnpcades.so.1, ibxmlsecl.so.3, libxmlsecl-mscrypto.so.3, ocsputil, libocspcli.so.4,
libpkivalidator2.so, libcppkcsll1.s0.4, cpverify, wipefile, csptest, librdrrdr.so.4, librdrrndm.so.4,
librdrsup.so.4, librdrdsrf.so.4, librdrfatli2.so0.4, libcapil0.s0.4, libcpui.so.4, libcpalloc.so.0,
libjemalloc.so.0, cpconfig, mount_flash.sh, librdremv.so.4, librdrrndmbio_gui.so0.4, libxcpui.so.4,
libxcpuifkc.so.4, librdrrndmbio_gui_gtk.so.4, libgcpui.so.4, libgcpuifkc.so.4, librdrpcsc.so.4,
librdrric.so.4, librdrrtsupcp.so, librdrrtsupcpfkc.so, librdruec.so.4, libcpcvcert.so.4, librsaenh.so.4,
stunnel_thread, stunnel_fork, stunnel_hsm, tsputil.

JononHutenbHo B c/yyae ypoBHA KC2:
libcspr.so.4, libcspr.la, libcsp_kc2.s0.4, libcsp_kc2.1a, cryptsrv.
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[MpunnoxeHune 1. KOHTPOAb LENOCTHOCTU NMPOrpaMmMHOro
obecrneyeHuns

B pononHeHne Kk aucTpmbyTuBy NOCTaBNATCA CKpunToBble darnbl integrity.sh, 3anyckom
KOTOPbIX MOXHO y6eaAnTbCsa B Le0oCTHOCTU ANCTpubyTmBa A0 ero yCTaHOBKM.

MporpamMmmHoe ob6ecneuyeHne CK3U mmeeT cpeactBa obecneyeHuss KOHTpons uenoctHoctm MO
CK3W, koTopble A0/MKHbI BbIMOJHAOTCA NEPUOANYECKMN.

Ecnn B pe3ynbTaTe NepumoamMyecKkoro KOHTPOAS LeAOCTHOCTM nosBnseTrcs coobuweHns o
HapyLweHNn LeNoCTHOCTM KOHTponupyeMmoro daina, nonb3oBatenb 06s3aH npekpatuTb paboTy wu
obpatnTtbCca K agMMHUCTpaTopy 6e3onacHoCTy.

AaMuHucTpatop 6e30MacHOCTU, MpoaHanM3upoBaB MNpPUYNHY, MPUBEALIYID K HapyleHuo
LLesIOCTHOCTU, AO/MKeH NepeycTtaHoBuTb MO CK3U ¢ auctpubyTtmea, unm cuctemHoe MO.
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[MpunoxeHue 2. YnpasseHne NpoTOKOIMPOBAHNEM

Onsa BKAOYEHUSA/OTKNOUYEHNS 3HAYEHNE 10g MCNONb3ynTe:

a) FreeBSD
[ns 3ajaHns YpoBHS NMpOTOKONa
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp -mask 0x9
Onsa 3apaHna ¢dopMata npoTokona
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp - format 0x19
[ns npocMoTpa Macku TeKyLero ypoBHa n doopmaTta npoTokona
/usr/ cpro-csp/sbin/cpconfig -loglevel cpcsp -view

b) ans FreeBSD ypoBHS sapa
YnpaBrieHMe NpoTOKOIMPOBaHMEM noaaepxunesaetcs Ha ypoBHe API, cmotpu "Kpuntollpo CSP.
PykoBoacTBo nporpamMMumcra”.

3Ha4yeHMeM NapaMeTpa YpPOBHb MpOTOKO/a ABNseTcs 6uToBass Macka:
N_DB_ERROR = 1 # coobuweHunsa o6 owmnbkax
N_DB_LOG = 8 # cooblleHuns o Bbi3oBax

3HayeHMeM NapamMeTpa opMaT NpoToKoNa ABAseTcs buToBas Macka:
DBFMT_MODULE = 1 # BbIBOAUTb MM MOAYNS

DBFMT_THREAD = 2 # BbIBOANUTb HOMEP HUTKMU
DBFMT_FUNC = 8 # BbIBOAUTb UMS (PYHKLNMU
DBFMT_TEXT = 0x10 # BbIBOAUTb caMo cooblieHune
DBFMT_HEX = 0x20 # BbiBOAUTbL HEX gamn
DBFMT_ERR = 0x40 # BbiBogunTb GetLastError
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JIncT pernctpaumm M3MeHeHUM

JIUCT permcTpaumm n3MeHeHui

Homepa nucrtos (cTpaHuy) Bcero Ne Bxoasawum Moan. |AaTa
JINCTOB LOKYyMeHTa N¢ conposoaun-
MU3M | wn3MeHeH- |3aMeHEeHHbIX HOBbIX aHHynupo- | (cTtpaHuu) B TeNnbHOro
HbIX BaHHbIX LOKYM. [OKYM. U
aaTta
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