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© 000 «KPUNTO-MPO>x», 2000-2019. Bce npaBa 3awjmieHbl.

ABTOpckue npaBa Ha cpeactso Kpuntorpacudeckoint 3sawmtbl undopmaunu Kpuntollpo CSP u akcnnyatayumonHyto
LOKYMEHTALMIO K HEMY 3aperncTpupoBaHbl B POCCMIICKOM areHTCTBE Mo naTeHTaMm M TOBapHbIM 3Hakam (PocnaTeHT).
JokymeHT BxoauT B KOMMekT noctaBku nporpammHoro obecnedveHns CK3U Kpuntollpo CSP Bepcum 5.0 KC1; Ha
HEro PacnpoCTPaHSAIOTCA BCE YC/IOBUS JIMLEH3UOHHOrO cornawenusi. Bes cneymansHoro nucemennoro paspewenus OO0
«KPUNTO-NMPO>» [OKYMEHT nnm ero 4acTb B 3JIEKTPOHHOM WM MEYaTHOM BUAE HE MOTyT OblTb CKOMMPOBaHbLI N NepeAaHbl
TPETLUM JINLAM C KOMMEPHECKON LENbIO.
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AHHOTaUMNSA

HacTosiwmii gokymeHT onucbiBaer coctas cyHkumii n tectosoe MO CK3U «Kpuntollpo CSP» u npegHasHauen
ans paspabotkn npuknagHoro MO ¢ HenocpeacTseHHbiM BbizoBoM yHkuuii CK3W, a Takxke onpegensier TpebosaHusi K
onepaumoHHbIM cuctemam npu BcTpamsaHum CK3U.

1 OnwucaHune nporpamMmmHbix nHtTepdeiicos

Vicnonb3oBaHne HW3KOYpOBHEBOro MHTepdbelica KpUNTONpoBaiigepa, MO3BOJISIOWLErO BbINOMHATL Takne PyHKLUN Kak
reHepauus n pabota c katodamm, wudposaHne/paclundpoBaHne JaHHbIX, XIWNPOBAHME U SIEKTPOHHAS MOAMNCH, OMMUCHIBAETCS
B cpaiine CSP_5_0.chm - System Program Interface (CryptoAPI).

Paiin CSP_5_0.chm B NoJHOM 0ObeEME OTHOCATCA K AMCTpubyTUBaM mini.

@aiin CSP_5_0.chm oTHocuTCs K gnctpubytrneam web B yactn gokymenTauun, kotopas onpefensieT pyHKLUMOHANbHOCTb
¢ npusHakom verify context.

Mpumeyanue. ductpnbyTtuesl c npuctagkoii mini npeacrasastoT coboii popmy ucnonnennss KC1, peanusyiowyto
dyHkuun CK3W, Takyto, 4TO permcrtpauus B onepauuoHHOl cucteme He npegycmaTpusaercs. Bonpoc uenoctHoctu
@ JAHHOMO UCMOIHEHUSI JOJDKEH 0becneqnBaThest pa3paboTUNKOM NPUSTOXKEHWIA.

Ouctpubytnesl ¢ npuctaskoii web npeacrasnsitot coboii hopmy ncnonnenus KC1, peanusytowyro pyrkunn CK3U,
TaKyl0, 4TO B Hell OTCYTCTBYIOT MOAYAN MOAAEPXKKM KIKOYEBbIX HOCUTENENA.

ﬂpm NCNOJIb30BaHUN JAaHHOIo Tuna AVICTpVI6yTVIBOB ans ayTeHTVId)VIKaLI'VIVI Tp86yETC$I NCNOoNb30BaTb AONOJHUTENbHbIE
MEXaHN3Mbl.

WNcnonb3osanue untepdeiica SSPI, cogepxaluero peanusauunto npotokona TLS, obecneunsatowiero paboty ¢ nakeramu
besonacHocTn npu BbIbOpe W MHWLMAAW3aUUM NakeTa, C YAOCTOBEPEHUSMU CyObekToB 6e30MacHOCTU, YCTaHOBJEHUE
coefMHeHWii, MNepefady QfaHHbIX, pacrnpegeseHue namsTu, onucbiBaetcs B daline SSPI_5_0.chm - Security Support
Provider Interface (SSPI).

Ncnonb3oeaHue BoicokoyposHesoro uHTepdpeiica CryptoAPl, obecneunsatowero Habop dyHkuuii ans obpabotku
cepTUUKaTOB, CMNCKOB OTO3BaHHbIX CepTUUKATOB, PaCLUMPEHHOrO WCMONbL30BaHWUs Kao4Ya, paboTbl ¢ nposaiigepom,
BbIPabOTKM 3HAYEHUS DYHKLMUN X3LINPOBAHNS 1 3JIEKTPOHHON MOANNCU, 3aNdpPOBaHNA U PaclunpPOBaHMS JaHHbIX, paboThi
C XpaHWINLLEM CepTUUKATOB 1 NOLJEPXKKN nAeHTudrKaTopa obbekTa, onucaHo B daiine CAPILite_5_0.chm - CryptoAPI
Lite (CAPILite).

Obwas wuHopmauus, ucnosb3yemasi AJsi CO3LaHUSt MOAYNSt MOAAEPXKKM CUUTLIBATENel, HOCUTENEA M AaTYNKOB
Cy4YaiiHbIX YMCEN, COAEpPXKallas HEODXOAUMbIE ONUCAHNS N ONpPeAeNieHns, coaepXxuTtcs B chaline reader_5_0.chm.

Nntepdpeiic PKCS#11, peanusytowuii 6asosoe onucanme RSA Labs v2.30, ¢ popaboTkamu B COOTBETCTBUU C
TpeboBaHUAMU MOALEPXKKN POCCUICKMX CTaHAAPTOB Ha peanusauunto Kpuntorpacpuyeckux yHkuuii onucaH B cpaiine
PKCS11_5_0.chm.

CoBMeCTHO ¢ AUCTpUbYTNBOM MOCTABASIOTCS C/eAytoLMe NakeTbl, Nosgostowme nHterpupoeats «Kpuntollpo CSP»
sepcum 5.0 KC1 B npunoxenus, ucnonssyiowme OpenSSL APl (takne kak Web-cepsep ngnix): cprocsp-cpopenssl,
cprocsp-cpopenssl-base, cprocsp-cpopenssl-devel, cprocsp-cpopenssl-gost.

MoppobHee 06 nx ycTaHOBKE U HAaCTPOIKE MOXHO y3HaTb Ha nopTase Texnoagepxku n dpopyme Kpuntollpo.
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2 TpeboBaHus K onepaunoOHHOW cucTemMe AN BCTPOEHHOro

npumMeHeHuns. Linux.

2.1 TpeboBaHus k bubnunorekam OC

LSB 4.0, pa3gen lll. Base Libraries.

CK3W «Kpuntollpo CSP» ans ceoero cpyHkunoHUMpoBaHus TpebyeT cneaytowne 6ubnnorekn 6a3oBoii onepaLmoHHOI

cuctembl (cnncok bubnuortek no nakeram):

cprocsp-curl
libc.so.6
libdl.so0.2
libgcc_s.so.1
libidn.so.11
/1ib/1d-1linux.so0.2
libm.so.6
libpthread.so.0
librt.so.1
libstdc++.s0.6
libz.so.1
linux-gate.so.1

cprocsp-ipsec-ike
libc.so.6
libgcc_s.so.1
/1ib/1d-1linux.so0.2
libm.so.6
libstdc++.s0.6
linux-gate.so.1

cprocsp-npcades
libc.so.6
libdl.so.2
libgcc_s.so0.1
/1ib/1d-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

cprocsp-rdr-gui
libc.so.6
libdl.so.2
libgcc_s.so.1
1ibICE.so0.6
/1ib/1d-linux.so0.2
libm.so.6
libpthread.so.0
1ibSM.so0.6
libstdc++.s50.6
libuuid.so.1
1ibX11l.s0.6

libXau.so0.6
libxcb.so.1
1libXdmcp.so.6
libXext.so0.6
1ibXm.so.3
libXmu.so0.6
libXp.so.6
1ibXt.so0.6
linux-gate.so.1

cprocsp-rdr-pcsc
libc.so.6
libdl.so0.2
libgcc_s.so.1
/1ib/1d-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

cprocsp-rsa
libc.so.6
libdl.so0.2
libgcc_s.so.1
/1ib/1d-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

1sb-cprocsp-cades
libc.so.6
libdl.so.2
libgcc_s.so.1
/1ib/1d-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

1sb-cprocsp-capilite
libc.so.6

libdl.so.2
libgcc_s.so.1
/1ib/1d-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

1sb-cprocsp-kcl
libc.so.6
libdl.so.2
libgcc_s.so.1
/1ib/1d-linux.so.2
libm.so.6
libncurses.so.5
libpthread.so.0
libstdc++.s50.6
linux-gate.so.1

1sb-cprocsp-kc2
libc.so.6
libdl.so.2
libgcc_s.so.1
/1ib/1d-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

1sb-cprocsp-ocsp-util
libc.so.6
libgcc_s.so.1
/1ib/1d-1linux.so.2
libm.so.6
libstdc++.s0.6
linux-gate.so.1

1sb-cprocsp-pkcsil
libc.so.6
libdl.so.2
libgcc_s.so.1
/1ib/1d-1linux.so.2
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libm.so.6 1sb-cprocsp-rdr-fkc libm.so.6
libpthread.so.0 libc.so.6 libpthread.so.0
libstdc++.s0.6 libdl.so.2 libstdc++.s0.6
linux-gate.so.1 libgcc_s.so.1 linux-gate.so.1

/1ib/1d-linux.so0.2

libm.so.6
1sb-cprocsp-rdr libpthread.so.0 rtsupcp
libc.so.6 libstdc++.50.6 libc.so.6
libdl.so.2 linux-gate.so.1 libgcc_s.so.1
libgcc_s.so.1 /1lib/1ld-linux.so0.2
/1ib/1d-linux.so0.2 libm.so.6
libm.so.6 1sb-cprocsp-rdr-sobol libpthread.so.0
libpthread.so.0 libc.so.6 libstdc++.s50.6
libstdc++.s0.6 libdl.so.2 linux-gate.so.1
linux-gate.so.1 libgcc_s.so.1

/1lib/1d-1linux.so.2

Kpome Toro, nakety lsb-cprocsp-capilite gns paboTsl € ceTbto Heobxoanm nnbo nakeT cprocsp-curl, nnbo naker
curl (nocnegHuii MoxHo B3sTb U3 anctpubytnea OC, n3 noctaskn CSP wunn c caiita paspabotuuka). Mpu oTcyTcTBUmM 3TOrO
nakeTa 6a3oBasi (PYHKLMOHANBLHOCTL COXPAHUTCS!, HO Takue PyHKLMU paboTbl C CETbIO Kak aBTOMaTm4yeckoe Bbikadusanme CRL
unu 3anpoc ceptudpmkarta Ha YL yepes ytunuty cryptcp 6yayT HegocTynHbl.

Makety 1sb-cprocsp-rdr-pcsc gns pabotbl co cMapT-kapTamu Heobxoamm naket libpcsclite us guctpubytusa OC.
B 3aBucumoctu ot Toro, kakoili auctpubytus Linux ucnonb3yeTtcs, Ha3BaHue nakeTa MoXeT BapbuposaTbcs (libpcsclite,
libpesclitel).

2.2 TpeboBaHnsa K CUCTEMHbLIM YTUANTAM

LSB 4.0, pasgen VI. Commands and Utilities

[ns yctaHoBKN Heobxoanmoro naketa lsb-cprocsp-base TpebytoTcs yTuaANTLI:

cat
chmod
cp
crontab
echo
fgrep
grep

In
mkdir
rm

sed
sysctl
test
true
dpkg (Tonbko ans Debian n Ubuntu)

O 0O 0O 0O 0o 0o o 0o 0oo0o 0O o o o o

[nsi yCTaHOBKM BCEX OCTafbHbLIX MakeToB (3a UCK/OYeHMeM cprocsp-drv-devel) AOCTaTOYHO MOAMHOXECTBA 3TUX
yTunnT. [ns ycranoskmu cprocsp-drv-devel Takxke HeobxoguMMa yTuamMTa uname.

2.3 TpeboBaHusa k daiinosoii cucreme

LSB 4.x, pa3gen VI. Execution Environment 16. File System Hierarchy

Heobxoanmbl cnepytolive pasgensl CO CEAYOWUMI BO3MOXHOCTSIMU:
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Tabauua 1. Heobxogumble pasgensi

/opt/cprocsp Mocne ycranoBku ancTpubyTuBa ANns (PYHKUWOHMPOBAHUS MPOAYKTa AOCTAaTOYHO MPaB TOJbLKO Ha
yTeHme.

/etc/opt/cprocsp | Mocne yctaHoBKM AuCTpubyTuBa 151 (PYHKLMOHMPOBAHUS MPOAYKTa JOCTaTOMHO MPaB TOJLKO Ha

ytenue. [pn n3meHeHN HaCTPoOEK M onepauusix C JMLeH3neli TakxKe HEODXOAMMbI MpaBa Ha 3amnucs.

/var/opt/cprocsp | Bo Bpemsi pabotbl ¢ CSP Heobxopumbl mpaBa Ha 4TeHue u Ha 3anuck. CofepXnmoe LupekTopun

AOJIKHO COXPAHATBCA MeXAy nepesarpyskamu.

2.4 TpeboBaHus kK cny>xbam

LSB 4.0, pa3sgen VIIl. System Initialization 20. System Initialization 20.1. Cron Jobs

Heobxognumo 6a3oBoe dyHKLMOHMpPOBaHUE cromn.

[ns  wncnonbsoBaHust B KadecTBe OTHy»XZaemoro kiw4desoro Hocutens USB-disw-Hakonutens Heobxogumo
dyHKuMoHMpoBaHne ciyXbbl udev.

2.5 TpeboBaHna kK cucreme ynpasseHusi nakeTamwu

LSB 4.0, pa3pgen X. Package Format and Installation

Heobxoanma nogaepxka MexaHM3Ma yCTaHOBKM rpm.
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3 TpeboBaHus K onepaLMOHHO cucTtemMe A1 BCTPOEHHOro
npnmeHeHus. Solaris.

3.1 TpeboBaHus k bubnunorekam OC

CK3W «Kpuntollpo CSP» ans ceoero cyHkunoHuposanus Tpebyet cneaytowne 6ubnnorekn 6a3oBoii onepaLnoHHOI
cuctembl (cnncok bubnuoTtek no nakeram):

libc_psr.so.1 libaio.so.1 1ibCrun.so.1
libmd_psr.so.1 libc.so.1 libCstd.so.1
1libCstd_isa.so.1 1ibCrun.so.1 libdl.so.1
libnspr_f1lt4.so 1ibCstd.so.1 libdoor.so.1
1libCrun.so.1 libdl.so.1 libgen.so.1
1libCstd.so.1 libm.so.2 libldap.so.5
1ibICE.so0.6 libmd.so.1 libm.so.2
1ibSM.so0.6 libpthread.so.1 libmd.so.1
1ibX11l.s0.4 librt.so.1 libmp.so.2
libXext.s0.0 libthread.so.1 libnsl.so.1
libXm.so0.4 libaio.so.1 libnspr4.so
1ibXt.so0.4 libc.so.1 libnss3.so0
libXtsol.so.1 1libCrun.so.1 libnssutil3.so
libadm.so.1 libCstd.so.1 libplc4.so
libaio.so.1 libdl.so.1 libplds4.so
libbsm.so.1 libm.so.2 libpthread.so.1
libc.so.1 libmd.so.1 librt.so.1
libcmd.so.1 libpthread.so.1 libsasl.so.1
libdl.so.1 librt.so.1 libscf.so.1
libdoor.so.1 libthread.so.1 libsocket.so.1
libgen.so.1 libssl3.so
lib/1ibldap.so.5 libthread.so.1
libm.so.1 CPROcpl libuutil.so.1
libm.so.2 libaio.so.1 libz.so.1
libmd.so.1 libc.so.1 libaio.so.1
libmp.so.2 libCrun.so.1 libc.so.1
libnsl.so.1 libCstd.so.1 libCrun.so.1
libnspr4.so libdl.so.1 1ibCstd.so.1
libnss3.so libm.so.2 libdl.so.1
libplc4.so libmd.so.1 libdoor.so.1
libplds4.so libpthread.so.1 libgen.so.1
libpthread.so.1 librt.so.1 libldap.so.5
librt.so.1 libthread.so.1 libm.so.2
libsasl.so.1 libaio.so.1 libmd.so.1
libscf.so.1 libc.so.1 libmp.so.2
libsecdb.so.1 libCrun.so.1 libnsl.so.1
libsocket.so.1 1ibCstd.so.1 libnsprd.so
libsoftokn3.so libdl.so.1 libnss3.so
1ibssl3.so libm.so.2 libnssutil3.so
libthread.so.1 libmd.so.1 libplcé4.so
1ibtsol.so.2 libpthread.so.1 1ibplds4.so
libuutil.so.1 librt.so.1 libpthread.so.1
libvolmgt.so.1 libthread.so.1 librt.so.1
libz.so.1 libsasl.so.1
CPROcurl 1%bscf.so.1
. libsocket.so.1
CPROCades l%balo.so.l 1ibssl3.so
libc.so.1
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libthread.so.1 libmp.so.2 libgen.so.1
libuutil.so.1 libnsl.so.1 1ibICE.s0.6
libz.so.1 libpthread.so.1 libm.so.2
librt.so.1 libmd.so.1
libscf.so.1 libmp.so.2
CPROkc1 libsocket.so.1 libnsl.so.1
libaio.so.1 libthread.so.1 libpthread.so.1
libc.so.1 libuutil.so.1 librt.so.1
1ibCrun.so.1 libscf.so.1
1ibCstd.so.1 libsecdb.so.1
libcurses.so.1 CPROOCSPut 1ibSM.s0.6
libdl.so.1 libc.so.1 libsocket.so.1
libm.so.2 1libCrun.so.1 libthread.so.1
libmd.so.1 libCstd.so.1 libtsol.so.2
libpthread.so.1 libm.so.2 libuutil.so.1
librt.so.1 libc.so.1 1ibX11.s0.4
libthread.so.1 1ibCrun.so.1 1libXext.s0.0
libaio.so.1 1ibCstd.so.1 1ibXm.so0.4
libc.so.1 libm.so.2 1ibXt.so0.4
1ibCrun.so.1 1libXtsol.so.1
1ibCstd.so.1 ibai
libcurses.so.1 CPROrdfk iig;;;::g:i
1ibdl.so.1 libadm.so.1 libc.so.1
libm.so.2 libaio.so.1 libemd.so.1
libmd.so.1 Libc.so.1 1ibdl.so.1
libpthread.so.1 libCrun.so.1 libdoor.so.1
1ibrt.so.1 1ibCstd.so.1 libgen.so.1
libthread.so.1 e bl S 1ibICE.s0.6
libgen.so.1 1ibm.so.2
Llibm.so.2 libmd.so.1
CPROkc2 libmd.so.1 libmp.so.2
libaio.so.1 libpthread.so.1 1ibnsl.so. 1
libc.so.1 Librt.so.1 libpthread.so.1
1ibCrun.so.1 libthread.so.1 1ibrt.so.1
1ibCstd.so.1 libvolmgt.so.1 1ibscf.so.1
libdl.so.1 libadm.so.1 libsecdb.so.1
libdoor.so.1 libaio.so.1 1ibSM.s0.6
libgen.so.1 libc.so.1 libsocket.so.1
1libm.so.2 LibCrun.so.1 libthread.so.1
libmd.so.1 1ibCstd.so.1 1ibtsol.so.?2
libmp.so.2 libdl.so.1 libuutil.so.1
libnsl.so.1 libgen.so.1 1ibX11.s0.4
libpthread.so.1 libm.so.2 1ibXext.s0.0
librt.so.1 libmd.so.1 1ibXm.so.4
libscf.so.1 libpthread.so.1 1ibXt.s0.4
libsocket.so.1 librt.so.1 1ibXtsol.so.1
libthread.so.1 libthread.so.1
libuutil.so.1 libvolmgt.so.1
libaio.so.1 CPROrdp
libc.so.1 ibai
1ibCrun.so.1 CPROrdg iiE:TZS?i.l
1ibCstd.so.1 libaio.so.1 1ibdl.so.1
1ibdl.so.1 Libbsm.so.1 libdoor.so.1
libdoor.so.1 libc.so.1 libgen.so.1
libgen.so.1 libcmd.so.1 1ibm.so.2
libm.so.2 libdl.so.1 libmd.so.1
1ibmd.so.1 libdoor.so.1 libmp.so.2
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libnsl.so.1 librt.so.1 librt.so.1
libpthread.so.1 libscf.so.1 libthread.so.1
librt.so.1 libsocket.so.1 libvolmgt.so.1
libscf.so.1 libthread.so.1 libadm.so.1
libsocket.so.1 libuutil.so.1 libaio.so.1
libthread.so.1 libc.so.1
libuutil.so.1 1ibCrun.so.1
libaio.so.1 CPROrdr 1ibCstd.so.1
libc.so.1 libadm.so.1 1ibdl.so.1
1ibdl.so.1 libaio.so.1 libgen.so.1
libdoor.so.1 libc.so.1 libm.so.2
libgen.so.1 libCrun.so.1 1ibmd.so.1
1ibm.so.2 libCstd.so.1 libpthread.so.1
libmd.so.1 libdl.so.1 librt.so.1
libmp.so.2 libgen.so.1 libthread.so.1
libnsl.so.1 libm.so.2 libvolmgt.so.1
libpthread.so.1 libmd.so.1

libpthread.so.1

Kpome Toro, nakety CPROcpl gnsi pabotbi ¢ ceTbto Heobxognm nubo naket CPROcurl us nocrasuku CSP, nnubo naker
curl (nocnegHuii MoxHo B3sTb U3 auctpubytnsa OC, n3 noctasku CSP unn c caiita paspabotuuka). Mpu oTcyTcTBUM 3TOrO
nakeTa 6a3oBasi (PYHKLMOHANBLHOCTL COXPAHUTCS!, HO Takue PYHKLMKU paboTbl C CETbIO Kak aBToMaTm4yeckoe Bbikadueanme CRL
nau 3anpoc ceptucpmkarta Ha YL yepes ytunuty cryptcp 6yayTt HegocTynHbl.

Makety CPROrdp ans paboTbl cO cMapT-kapTamu Heobxogum nakeT pcsclite (Hanpumep, naket SUNWpcsclite us
anctpubytuesa OC).

3.2 TpeboBaHUsA K CUCTEMHbIM YTUIUTAM
Onsi ycranoBkn Heobxogumbix naketos CPRObase, CPROrdr Heobxoaumo (byHKLMOHUPOBaHWE yTUANT

cat
chmod
cp
crontab
echo
fgrep
grep
1n

mv

rm
sed
sysctl
test
true

O O 0O 0O 0O 0O 0o oo 0O o o o o

[nsi yctaHOBKM BCex OCTasibHbIX NakeToB 3a uckatodeHnem CPROArv um CPROdrvd [oCTaTOYHO MOAMHOXECTBA 3TUX
YTUANT.

Onsi ycranoekn CPROArv Takke HEODXOAUMbI YTUIINT:

o add_drv
o isainfo
o rem_drv
o sync
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Ona ycranosku CPROdrvd:

add_drv
isainfo
rem_drv
sync
uname

O O O o o

3.3 TpeboBaHusa k daiinosoii cucreme

HeobxoanMbl cneaytolive pasgaensl CO CeAyOWUMY BO3MOXHOCTSIMU:

Tabnnua 2. Heobxogumblie pasgens! dhaiinoBoii cuctemsi

/opt/cprocsp Mocne yctaHoBKM AncTpubyTmBa Ansi PYHKLMOHUPOBAHUS MPOAYKTa LOCTAaTOYHO MPaB TOJLKO Ha
yTeHme.
/etc/opt/cprocsp | Mocne yctaHoBkM AuCTpubyTuBa 15t (DYHKLMOHMPOBAHUS MPOAYKTa 4OCTaTOYHO MPaB TOJILKO Ha
ytenue. [pn n3meHeHN HaCTPoeK 1 onepauusix C nMLeH3neli Takxke HEODXOAMMbI MPaBa Ha 3anucs.
/var/opt/cprocsp | Bo Bpems pabotsl ¢ CSP Heobxogumbl npaBa Ha 4TeHme u Ha 3anucb. Copepxnmoe AUpeKTOpum
AOJIKHO COXPAHATBCA MeXAy nepesarpyskamu.

3.4 TpeboBaHusa k cny>xbam

Heobxognmo 6a3oBoe pyHKUMOHMPOBaHME cron.

Ons pabotbl ¢ oTuyxpaembimu Hocutensmu Tuna USB flash drive Heobxogumo dyHkunoHuposatmne cnyxbsl Volume

Management.

3.5 TpeboBaHus kK cucreme ynpasseHusi nakeramm

HGO6XOAI/IMO LUTaTHOE d)yHKLI,VIOHVIpOBaHVIe CNCTEMbI YNPaBAEHNA NMaKeETaMK.
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4 TpeboBaHus K NCNOJIb30BaHNIO PYHKL WA

HeO6XOﬂ,VIMO BbINOJIHATb KOHTPOJIb KOOOB OLIJI/I6OK, BO3HUKAKOLWNX NPU OTKNOHEHNAX OT LUTATHOINO BbIMOJIHEHNA KOMAHA.

Tabauua 3. Kogbl ownbok

Kop, Kop, Onucaxnune owmnbkn

ownbkn ownobkn

(DEC) (HEX)

536871012 20000064 Mano namsaTu

536871013 20000065 He ypanoce oTkpbITh dhaiin

536871014 20000066 Onepauus oTMeHeHa NoJib3oBaTesleM

536871015 20000067 HekoppekTHoe npeobpasosaHne BASE6G4

536871016 20000068 Ecau ykazan napametp '-help’, To gpyrux 6biTs He gosxHO

536871112 200000C8 VKkasaH AunwHuii caiin

536871113 200000C9 VKaszaH Hen3BeCTHbI KtoH

536871114 200000CA VKa3zaHa AMWHAS KOMaHga

536871115 200000CB [ns kntoya He ykasaH napameTtp

536871116 200000CC He ykasaHna komaHga

536871117 200000CD He ykazaHn HeobxoauMblii Koy

536871118 200000CE VKa3aH HeBepHbIi KoY

536871119 200000CF MapameTpom kitoya '-q" BO/KHO ObITb HAaTypasibHOE HUCAO
536871120 200000D0 He ykasaH BxogHoii chaiin

536871121 200000D1 He ykasaH BbixogHoii daiin

536871122 200000D2 KomaHga He ucnonbsyeT napameTp C umerem daiina
536871123 200000D3 He ykazan chaiin coobuieHus

536871212 2000012C He ypanoce oTkpbITb XpaHunuue ceptudukaTos

536871213 2000012D CepTudukatbl He HaligeHbl

536871214 2000012E HaiigeHo bonee opHoro ceptudbmkata (katoy '-1')

536871215 2000012F KomaHga nogpasymeBaeT UCNo/Ib30BaHME TONBLKO OAHOro cepTudmnkata
536871216 20000130 HesepHo ykasaH Homep

536871217 20000131 HeT ncnonbsyembix ceptudrkatos

536871218 20000132 JaHHbill cepTnpukaT He MOXET NPUMEHATHLCA A5 3TOW onepauum
536871219 20000133 Lenouka ceptndunkaToB He npoBepeHa

536871220 20000134 KpunTtonpoBsaiigep, NoaaAep>XNBatoOLLNA HEOBXOAMMbIVE aNropuTM, He HaiiaeH
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536871221
536871312
536871313
536871314
536871315
536871316
536871412
536871413
536871414
536871415
536871416
536871417
536871418
536871512
536871513
536871514
536871612
536871613
536871614
536871615
536871616
536871617
536871618
536871712
536871713
536871714
536871715

536871716

536871717

20000135
20000190
20000191
20000192
20000193
20000194
200001F4
200001F5
200001F6
200001F7
200001F8
200001F9
20000200
20000258
20000259
2000025A
200002BC
200002BD
200002BE
200002BF
200002C0
200002C1
200002C2
20000320
20000321
20000322
20000323
20000324

20000325

HeypayHblii BBOA Napons KAHOYEBOro KOHTeliHepa

He yka3zaHna macka daiinos

VKaszaHbl HECKOJIbKO MacoK chaiifios

®Daiinbl He HallgeHbl

3apaHa HeBepHasi Macka

HegepHbiii xaww

Knioy '-start' ykazsaH, a BbixogHol haiin HeT
Copepxumoe cpaiina - He nognmcaHHoe coobuueHue
HeussecTHbiil anroputm nognucn

CepTudpmkat aBTopa NOANMUCKH He HaligeH

Moannck He HaligeHa

MNMoanuck He BepHa

LLITamn BpemeHn He BepeH

Copepxumoe dpaiina — He 3awndpoBaHHOe COODLLEHME
HeusgecTHblil anroputm wndposaHus

He Haiifen cepTudpmkaT ¢ COOTBETCTBYIOLMM CEKPETHLIM KJHOHYOM
He yaanoce nnnymnanusnposats COM

KoHTeliHepbl He HalifeHbl

He yganoce nonyunTs oTBeT OT cepBepa

CepTudbmkat He HaliileH B OTBETe CepBepa

Dalin He comepXunT uaeHTUdUKaTOp 3anpoca
HekoppekThbliii agpec LIC

Monyuyen Hesephbili Cookie

CepuiiHblii HOMEpP COLEPXKMUT HELOMYCTUMOE KOJIMYECTBO CUMBOJIOB
HeBepHblii kog npoaykTa

He ynanoce npoBeputh cepuiitbilii HoMep

He yananocb coxpaHute cepuiiHbiii Homep

He yaanock 3arpysntb cepuiiHblii HomMep

JlnueHsma npocpoyeHa

oLnbKu.

@ I'Ipmweanme. KpOMe KOAOB, NPUBEAEHHbLIX B Ta6n|/||_|,e, NPUNOXXEHNE MOXXET BO3BPALLATb KOA noboii cnctemHon
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5 OcobeHHOCTN WKCNONb30BaHUS peXXuma YCUIEeHHOro
KOHTPOJ1SI UCMNOJIb30BAHUS KJIlOYEl

PeXxuM ycuneHHOro KOHTPONS UCMONb30BaHUA KIoYeld, Heobxoaumblii ans ucnonbsosavuss B CK3W BHe TecToBOI
SKCNJlyaTaunm, OCYLLECTBSIET KOHTPOJb [OBEPEHHOCTN OTKPbLITLIX KtOYel, Cpoka AENCTBUS KNtoYell NOANUCH U KIHOYEBOrO
obMeHa, a TakXXe KOPPEKTHOCTU uHuumanusaumm nporpammibix JCH. 3To HaknagbiBaeT gonosnHutensHble TpeboBaHust K
BbIMOJIHEHMIO Psfa onepauuii, OyHKLMOHAN KOTOPbIX NPeAOCTaBASAETCS KPUNTONPOBaliAepoM.

1) ®yHKLMM, NPU BLINOAHEHNI KOTOPbIX NpeanoiaraeTcs BblpaboTka cnyyalitbix gaHHbix (CryptGenKey Ans BpeMeHHbIX
kntoyeii, CryptGenRandom), bysyT Bo3Bpawath owunbky, ecim nporpammubiii JCYH He Bbin MHMLMaNU3npoBaH ¢ hr3n4ecKoro
ACYH n npoecTn MHMLMANU3aLMIO B AaHHBI MOMEHT HEBO3MOXXHO (HAaNpUMeEp, B CUCTEME HE YCTAHOBIEH HU OANH DU3NHECKNi]
ACYH). Ons ucnpaeneHns ownbku cnefyeT npousBeCcTn YCTAHOBKY XoTsl Bbl ogHoro dusuyeckoro ACH (Hanpumep, BuoACH,
BHeLHel rammbl, annapatHoro JJCY), nocne yero npomssectu nnuymanusaumio nporpammuoro ACH ogHum uns cregyrowmx
cnocobos:

a) BOCMO/Ib30BaTbLCS YTUAUTOI csptest:

# ./csptest -keyset -verifycontext -hard_rng

6) npousBecTn BbIPabOTKY [ONFOBPEMEHHOTO K/OYa € nomowbto dyHKUumn CryptGenKey;
B) npou3sBecTu BbI30B yHKUnM CryptSetProvParam ¢ dhnarom PP_USE_HARDWARE_RNG.

2) ®Pyukums CryptVerifySignature() npuHUMMaeT Ha BXOf LECKPUNTOP OTKPLITOrO KJKO4Ya, C MOMOLLbIO KOTOPOro
Mpon3BOAMTCA npoBepka noanucu. [lpu BKAIOYEHHOM peXUME YCUIEHHOTO KOHTPOJS WCMOJ/b30BAHUS KIOYER [0onyCcTUMO
nepefaBaTb 3TOW PYHKLUN LECKPUNTOPbLI CIAEAYIOLNX KIIOHel:

a) [eckpuntop kito4a, n3sne4éHHoro u3 koHrtelivepa (AT_SIGNATURE, AT_KEYEXCHANGE).
6) [eckpuntop ktoHa, MOSYHYEHHOTO U3 cepTUdMKaTa OTKPLITOro Katoda. [is nonyyeHus sToro geckpuntopa

HeobxogumMo noayunts cTpykTypy CERT_CONTEXT, cogepxkawyto unHdopMaumto o Heobxogumom ceptudpmkarte, ¢

nomouybto yHkuuii CertCreateCertificateContext/CertFindCertificateInStore. 3atem TpebyeTcs BbI3BaTb

yHKLMIO CryptImportPublicKeyInfoEx, nepenas el yKazaTesb Ha CTPYKTYpY

CERT_CONTEXT.pCertInfo.SubjectPublicKeyInfo Tuna CERT_PUBLIC_KEY_INFO.

Pyrkymsi CryptImportPublicKeyInfoEx BepHET HEOOXOAMMBIV AeCKpUNTOP.

3) @ynkunu, ncnonb3ytolne JONroOBpeMeHHbIe KNtoYn, BygyT Bo3BpallaTh OWMBKY, B C/lyHae eciu UX CPOK AeACTBMS
ncrék. Cpok geiicteust kitodeit FTOCT P 34.10-2001/TOCT P 34.10-2012 cocrasnsiet 1 rog 3 mecsua. Monyuunts nndopmauuto
0 CPOKE AEICTBUS KJH0Ha MOXHO C NOMOLLb0 KOHTposibHOM navenu Kpuntollpo CSP (3aknagka Cepsuc — MpoTtectuposats),
nnbo ocyuiecTeuTb BbI30B pyHKLUn CryptGetKeyParam ¢ napametrpom KP_NOTAFTER.

4) Ona obecneveHnss KOHTPOJS [OBEPEHHOCTM CEPTUMKATOB OTKPLITbIX Kitodeld npu  ucnonb3osavun CK3U
nog ynpasneHunem OC Windows npn Hanmyum KOpHEBOro cepTudrKaTa, YCTAHOBJEHHOIO B [OBEPEHHOE XpaHWuLLe
Kpuntollpo nokanbHoro komnbtotepa ([osepentbie kopHesble ceptudpukatel Kpuntollpo CSP, CryptoPro Trusted
Roots, CryptoProTrustedStore), ocywecTBnsietcss nocTpoeHue Lenodkn cepTudprkatoB. B crydae, ecnn Takyo uenouky
NoOCTPOUTL HEBO3MOXXHO, byHKuust CertFindCertificateInStore, Ha Bxog KOTOpoii nepefaércs ctpyktypa CERT_CONTEXT,
COOTBETCTBYIOLLAs HefOoBEpeHHOMY cepTudmkaty, u dpyHkuyus nposepku nognucu CMS (CryptMsgControl), B cnydae eciu
CMS-noanuch He COAepXWT yKa3aHWe Ha [OBepeHHblii cepTudpmkaT, byayT 3aBepwaTbcs C owunbkoii. [Ons Toro, 4ToObI
136aBUTCS OT OWNOKM, HEOBXOLMMO YCTaHOBUTL HEOBXOAMMBIA KOpHEBOI cepTudpmkaTt B gosepeHHoe xpanunuwe Kpuntollpo
(cm. XKTAK.00101-01 91 02. Kpuntollpo CSP. PykoeoacTeo agmutuctpatopa besonacHoctu. Wcnonssosanne CK3W nog
ynpasnednem OC Windows).
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